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BcTtynneHue

Shodan — 3TO MOUCKOBLIN OBWMXOK ANS1 YCTPOWCTB, MNOAKMKYEHHLIX K WHTEPHETY. Beb-
NOUCKOBUKK, Hanpumep, Google nnu Bing, OoTAUMYHO NOAXO4AT NMOUCKA CauTOB Ha MPOCTopax
WHTepHeTa. Ho 4YTO genaTtb, ecnu BaM HYXXHO HaUTU He Kakou-nnbo canT, a KOMMbKTEPHI,
paboTalolmne ¢ KOHKPEeTHbIM nporpammHbiM obecnedyeHunem (Hanpumep, Apache)? Unn, K
NPUMEpPY, BaM HYXXHO y3HaTb, Kakasa Bepcusi Microsoft [IS Hanbonee nonynsapHa Ha gaHHbIN
MOMEHT? Inu Bbl XOTUTE NONYYUTb UHPOpPMaALMIO O KONMMYyecTBe aHOHUMHbIX ftp-cepBepoB?
Bo3amMoXXHO, nosiBUnacb HoBasi YA3BMMOCTb, 1 BaM HEODXOOMMO MOHATb, CKONbKO XOCTOB OHAa
MOXeET 3apa3nTb? OOblYHbIE NMOUCKOBUKM HE CMOTYT AaTb BaM OTBETbI HA 3T BOMPOCHI.

Bce 0 gaHHbIX

baHHep

OcHoOBHas eaAnHuLLa AaHHbIX, cobupaemast Shodan - ato 6aHHep. baHHep B JAHHOM KOHTEKCTe
— 3TO TeKcToBas MHdopMaLms, KOTopasa onuceiBaeT Crnyby, UCNONb3yeMyto Ha YCTPOUCTBE.
[1ns1 Beb-cepBepoB 3TO OyaeTt xaaep, Bo3BpallaeMbl Kak OoTKNUK, ans Telnet xxe ato dyaer
9KpaH BXxoaa.

CopepxaHue 6baHHepa HanpsiMyto 3aBUCUT OT BUAa cnyXobl. Hanpumep, BoT TunnyHbi HT TP-
B6aHHep:

HTTP/1.1 200 OK

Server: nginx/1.1.19

Date: Sat, 03 Oct 2015 06:09:24 GMT
Content-Type: text/html; charset=utf-8
Content-Length: 6466

Connection: keep-alive

baHHep, nNpuBeAEeHHbLIX NPUMEPHOM BbIlLE, TOBOPUT O TOM, YTO Ha LENEBOM YCTPOUCTBE
3anylweHo nporpammHoe obecnevyeHne web-cepBepa nginx Bepcun 1.1.19. Y106bI
NPOAEMOHCTPUPOBATL, KaK MOryT BbIMMAOETb pa3Hble DaHHepPbl, HUXe npuBeaeH baHHep Ans
NPOTOKOSA NPOMBbILLSIEHHON CUCTEMBI YNpaBeHna Siemens S7:

Copyright: Original Siemens Equipment

PLC name: S7_Turbine

Module type: CPU 313C

Unknown (129): Boot Loader A
Module: 6ES7 313-5BGO4-0ABO v.0.3

Basic Firmware: v.3.3.8

Module name: CPU 313C

Serial number of module: S Q-D9U083642013
Plant identification:

Basic Hardware: 6ES7 313-5BG04-0ABO v.0.3
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[lpoTokon Siemens S7 p[Oaé€Tt OTKNUMK B Buae coBepleHHo gapyroro 6aHHepa. OH
npegocTtaBnaeT nHopmaLunio O NPoLINBKE, ee CEPUNHOM HOMEpPEe U OOCTAaTOYHO Donbluoe
KOnmM4yecTBo NoapobHbIX AaHHbLIX, ONUCbIBaKOLWLKMX caMO YCTPOWUCTBO.

Bam Heobxogumo OygeTr pewunTb, Kakme WUMEHHO CcnyX0bl Bac WHTEpecylT, 4YTOObl
NPOAYKTUBHO MOJSIb30BaTbCs MNOUCKOM Shodan, nockonbkKy 6©OaHHepbl O4YeHb CWUIbHO
pa3nuyarTca Mmexay cobow.

BHumaHue: Shodan nweTt mMeHHo BaHHepbl, @ HE XOCTbl. OTO 3HAYUT, YTO E€CNN Ha

O4HOM |P-EI,EI,DECE 3dnyweHO MHOrIo Cﬂy}l{ﬁ, KaxXgad W3 HUX 6y,EI,BT npegcraBlieHd, KdK
CaMOCTOSATENbHbIN pe3ylbrar.

MeTagaHHble YCTPOUCTBA

[Tlommumo ©OaHHepoB, Shodan Takke yMeeT 3axBaTbiBaTb MeTagaHHble YCTPOWUCTBA —
reonokauuto, umsa xocta, OC u tak ganee (cMm. npunoxexHue A). bonbluyto YacTb MeTagaHHbIX
MOXXHO HanTu Yepe3 oCHOBHOM canuT Shodan, ogHako HeKoTopble 0b6nacTu nomucka AOCTYMHbI
Tonbko nonb3oBartenam APl paspaboTyuka.

IPV6

Ha oktabpb 2015 rogpa Shodan cobupaetr munnunoHbl 6aHHEPOB B Mecsil, OT YCTPOWCTB,
OOCTYMHbIX Ha IPv6. 3T uudopbl NO-NPEXHEMY HWYTOXHbI MO CPaBHEHUID C COTHAMW
MWUINNMOHOB BaHHepoB, cobpaHHbiX Ha IPv4, HO Bnwxauwmne roabl KonnyecTtBo HaHHEPOB,
©e3ycrnoBHoO, byaeT pacTu.

COop AaHHbIX

Pexxum cbopa gaHHbIX

CkaHepbl Shodan paboTtatoT B pexume 24/7 n obHoBNAT 6a3y AaHHbIX B peanbHOM BPEMEHMN.
Bbl nony4yaeTte nocrnegHnUn CHUMOK MHTEPHETAa KaXabl pa3, Kak noceljaete oduumanbHbIU
Beb-cant Shodan.

PE!CI'IDOCTDEI HEHWNE

CI{BHprE npegcrtaBli€eHbl B CTPaHax Nno sCemMy MUPY, BKIMTOHAA.

e CLUA (Bocto4Hoe 1 3anagHoe Nobepexbe)

e Kurtan

e lcnaHaus
e ®paHuwnd
e TauBaHb

e BbeTHam
e PymbiHUA
e Yexus
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[laHHble cobupatoTcs co Bcero mmpa, 4tobbl npegoTeBpaTtuTb reorpaduyeckme cmeweHus. K
npuMepy, MHOrMe amepuKaHCKue aaMUHUCTPATOpbl CUCTEM OMOKUPYKOT BCE KUTAWUCKME
nounana3soHbl |IP. Pacnpegenenne ckaHepoB Shodan no BcemMy MUpy rapaHTUpyeT, YTo nbdas
6noknpoBKa He ByaeT BNuMATb Ha cOOp JaHHbIX.

PaHgomusauus

ba3oBbl anNropuTM CKaHepPoB:

1. T'eHepauusa cnyyanHoro IPv4 agpeca

2. ['eHepauusa cny4vanHoro rnopTa ans NnpoBepKu cnucka nopTos, NOHUMMaeMbiX Shodan
3. [lNpoBepka cnyvyanHoro |IPv4 agpeca Ha cny4anHOM nopTte U 3axBaT baHHepa

4. Boa3sBpalleHue K NyHKTY 1

OTO O3Ha4aeT, YTO areHTbl He 3aHUMaloTCH CKaHWpOBaHMEM WHKPEMEHTHbIX CEeTEBbIX
ANdana30HOB. CI{EIHHPOBEIHHE.‘ BbIMOJIHAETCA B TOJIHOCTbBHO cnyqaﬁHom pPpeXxXmMe — TadKUM
OﬁpﬂSOM obecnevymnBaeTcs E,EI,MHOOE’!pElBHbIFI OXBaT BCEro MHTEDHBTH N nNpegorepawlaeTCA
BO3MOXHOCTb I'Ip&,[l,BBFlTOFI OLIeHKWN JaHHbIX B NHOOOU MOMEHT.

YrnybneHHoe onncaHne pabotbl ¢ SSL

B HacToswee Bpema npotokon SSL craHoBUTCA BCce 0Oornee BaXHbIM acrnekToMm B
obcnyXnBaHum u noTpedneHnn MHTepHET-KOHTEeHTa, NO3TOMY BMOJSIHE NOrMYHO, YTO Shodan
OONoNHAeT cobupaemble AaHHble Kaxaon cnyxbbl MHdopmaumen o nopaepxke SSL.
baHHepbl ana SSL-cepBucos, K npumepy, HTTPS, Bknto4vatoT B cedbst HE TONbKO cepTudukaT
SSL, HoO n MHoroe apyroe. Besa cobpaHHasa nHdgopmauus o SSL, npo KoTopyr NoONAET pedb
HUXe, COXpaHseTcHa B cBoncTBax ssl B 6aHHepe (cM. npuoxeHune A n npunoxeHme E).

[ pOBEPKa Ha YA3BMMOCTH

Heartbleed

Ecnun cnyxba okasbiBaetTcsa yas3sumon anst Heartbleed, To 6aHHep OyaeT cogepxaTtb OBa
OononHuTenbHbiX napameTtpa. opts.heartbleed cooepxut B cebe HeobpaboTaHHbIN OTKITUK
OT TECTUPOBAHUA CNY>XObl Ha yaA3BMMOCTbL K Heartbleed. Ctout obpatnTh BHUMaAHME, YTO ANS
OAHHOro0 TEeCTUPOBAHUSA CKaHepbl BbITAMMBAKT NULb HEDONbLOE KOMUYEeCTBO [AaHHbIX,
KOTOPOro AoCTaTo4HO, YTOObLI NOATBEPAUTL, YTO cnyxba noaBepxeHa BnusHUO Heartbleed,
HO He XBaTaeT Asisa 3axBaTa CeKpeTHbIX Kntoven. CkaHepbl Takke gobasnsotT CVE-2014-0160
B cnncok opts.vulns, ecnu ycTpouUcTBO YSA3BUMO. B NpoTMBHOM Xe cny4dae, ecnn YCTPOUCTBO
He NoABEpPXeHO AaHHOW ysa3BuMocTU, byaeT pgobasneHa 3anucbk «!CVE-2014-0160». Ecnu
3anuck B opts.vulns nmeet npedukc ! unu - torga cnyxda He yassmuma ans aaHHon CVE.

"DptS": {
"heartbleed": "... 174.142.92.126:8443 - VULNERABLE\n",
"vulns": ["CVE-2014-0160"]
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Takke y Shodan ecTb BO3MOXHOCTb MOMCKa MO AaHHbIM YSA3BUMOCTWU. Hanpumep, 4ToObI
BbINONMHUTL nouck yctpoucte B CLUA, noasepxeHHbIX BnuaHuto Heartbleed, ncnonbsyertcs
Takas CTpokKa:

country:US vuln:CVE-2014-0160

FREAK

Ecnu cnyxba nogaepxuBaet wndppbl EXPORT, To ckaHepbl aobasnsaiT «CVE-2015-0204» B
CBOWUCTBO opts.vulns:

”DptS": {
"vulns": ["CVE-2015-0204"]
}

Logjam

CKkaHepbl genarT NOonbITKN NOAKMIOYUTLCA K cnyXbe SSL, ncnonb3ys apemepHbie Wndpbl
Oundbdu-XennmaHa, U ecnu coeguHeHue npoucxoauT ycnewHo, ToO OyaeT coxpaHeHa
crneaywllas nHpopmaums:

"dhparams": {
"prime": "bbbc2dcad84674907c43fcf580e9...",
"public_key": '"49858el1f32aefe4af39b28f51c...",
"bits": 1024,
"generator": 2,
"fingerprint": "nginx/Hardcoded 1024-bit prime"

Bepcua SSL

Korga ©paysep nogkntwoyaeTca K cnyxbe SSL, oH byaeT «obcyxgaet» ¢ cCepBepoM BEPCUID
SSL n wndpoBaHue, koTopoe byaeT Ucnonb3oBaTbecs. B peaynbTarte 3Toro «0bCcyXaeHus»,
Oynet BblbpaHa onpeapeneHHasa Bepcuio SSL, Hanpumep, TLSv1.2, koTopasa 6Oyaget
MCMNOJSIb30BaTLCS B AalibHEWLLEM 3TO AJ1S CBA3N.

CkaHepbl Shodan HayumHalT TecTupoBaHMe SSL C BbINONHEHUA CTaHOAPTHOro 3anpoca,
onucaHHoro Bbiwe. OgHako AOarnee OHW NbITAlTCA HaNpsAMYK NOAKMHOYUTLCS K CepBepy,
ncnonb3ysa onpegeneHHble Bepcuio SSL. Opyrumm cnoBamun, cKaHepbl OyayT nbiTaTbCH
NOOKMIOYMNTLCA K cepBepy C nomowbk SSLv2, SSLV3, TLSv1.0, TLSv1.1 n TLSv1.2
HanpPsaMylo, Ans onpegeneHns Bcex nogaepxumBaemboix cnyxbon SSL Bepcun. CobpaHHas
nHpopmauna dyaeT AoCTynHa K NpocMoTpy B norne ssl.versions:

{
gl o
"yversions": ["TLSv1", "SSLv3", "-SSLv2", "-TLSv1l.1", "-TLSv1.2"]
}

Ecnu nepen Bepcuen ctout - (aeduc), To YCTPOUCTBO HE NnoaaepXnBaeT 3Ty Bepcuto SSL.
Ecnun xe geduca HeT, To Bepcusi nogaepxmeaetcs. K npumepy, cepBep pacnucaHHbIn BblLle,
nogaepXmBaeT cneayoLline Bepcun:

TLSv1

i -4 L2
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A He nopaepxuBaer:

SSLv2
TLSv1.1
TLSv1.Z2

NHopmaunio 0 BepcuM TakkKe MOXHO npocmoTpeTt 4epe3d APl website/. Hanpuwmep,
MOUCKOBbLIN 3anNpOC HMKe AacT OTKNUK B Buae Bcex cnyxb (HTTPS, POP3 ¢ SSL u Tak panee)
KOTOpble NO3BONAKT coeagnHeHnsa ¢ SSLv2:

ssl.version:sslv2

CnepgoBaHue no uenoyke

Llenouka cepTuukKaTtoB - 3TO CNUCOK cepTudunkatoB SSL OT KOPHEBOro ceptudukarta ao
cepTudunkaTa KOHe4YHoro nons3oBarens. banHep ang SSL-cnyx6 BkntovatoT B cebs CBOUCTBO
ssl.chain, kKoTtopoe BkKkNnw4YaeT Bce SSL-cepTudukatel UENOYKM B CcCepTUdUKaThl,
cepuanm3oBaHHble B dopmaT PEM.

3a npegenamMmum OCHOBHbIX PYHKLMA

[1ns 6onblUMHCTBA Cny»X0 cKkaHepbl NbITAOTCA NPOU3BECTU aHaNM3 OCHOBHOro TekcTa baHHepa
N BbIYNEHUTb JOOYHD MoNe3Hy WHdopMauuw. HEeCKONbKo SAPKUX MPUMEPOB — 3axBaT
Ha3BaHu rpynn B MongoDB, CKpuHWOTLI, nonyyYaemMmble U3 CnyXbbl yaaneHHbIX paboumnx
CTOJIOB U COXpaHeHune crnucka nupos Bitcoin. meloTca aBe NpoaBUHYTLIX TEXHUKU aHanusa
OAHHbIX, KOTOPble UCNONb3YyTCA Shodan, KOTopble s XoTesn Obl BblAennTb 0cobo:

@WORDPRESS X Joomlal’ Drupal”

[l)commerce & jQuery

write less, do more.

cRanel

Beb-KOMNOHEHTHI

B aTOM cny4ae ckaHepbl NbiTaldTCs onpeaennuTb TEXHOMOMM, Kotopasi bbina ncnonb3oBaHa
ona co3gaHua cauta. nsa http- un https-mogynen, ana pasbueBku canta Ha BEO-KOMMNOHEHTbI
ncnonb3ytotca xagepbl 1 HTML. TlonyvyeHHas wuHopmMauMa coxXpaHsaeTcss B CBOMUCTBE
http.components. [1aHHOe CBOUCTBO SBNAETCA CnoBapeM TEXHOMNOrMW, rae Kmw4 - 3TO0
Ha3BaHne TexHonorum (K npumepy, jQuery), a 3HayeHWe — ITO elle OOUH CnoBapb CO
cBoucTBamMu kateropun. CBOUCTBO KaTEropum - 3TO CMUCOK KaTeropun, KOTopble CBA3aHbl C
onpeneneHHon TexHonornen. Hanpumep:

”http": {

LD Y




"components": {
"JQuery": {
"categories": ["javascript-frameworks"]

I
Yorapalts {
"categories": ["cms"]
}s
"PHPM™ & +
"categories": ["programming-languages"]
}

}s
ks

B npumepe Bbiwe, cBonctBo http.components ykaswiBaet, yto camt pabotaet Ha CMS
Drupal, kotopasa wucnonb3dyet jQuery n PHP. Shodan REST APl obecneuynBaeT nouck
nHpopmaunm 4epes unbtp http.component n 2 dacera® — http.component u
http.component_category. YToObl nony4nTtb OOCTYN K MNOSIHOMY CMUCKY BCEX BO3MOXHbIX
3Ha4YeHUn KOMMOHEHTOB/KaTeropnn, HeobXoOAMMO WCMONb30BaTh pa3nuyHble daceTbl. K
npuMepy, 4YToObl MOMNYYUTb MNOSMHbLIA CAUCOK BCEX BO3MOXHbIX KaTeropuu, WUCNonb3yute
crneayroLlyo kKomaHay shodan:

*baceT — rpaHb, OOHa W3 CTOPOH paccmaTpuBaeMoro obbekTa, orpaHuveHHas
COBOKYMHOCTb OHOPOAHbIX 3HAYEHUI MO HEKOTOPOMY KnaccuukaLuMoHHOMY NMPU3HaKy.

$ shodan stats --facets http.component_category:1000 http
Top 47 Results for Facet: http.component_category
javascript-frameworks 8,982,996
web-frameworks 1,708,503
programming- languages 1,409,763
font-scripts 1,280,397

KackagHOCTb

B cnyyae ecnu 6baHHep OaeT OTKNUK B BUAE UHpopMauum 0 nmpax nnu Kakum-nmbo apyrum
obpa3om nony4vyaet nHdopmauui o apyrom IP-agpece, Ha KOTOPOM 3anyckaeTcsi cnyxoa,
CKaHepbl MbITAOTCA BbINOMHUTL 3axBaT baHHepa ¢ atoro IP wnu cnyxbbl. K npumepy,
cTaHgapTHbIM nopT ana mainline DHT (ncnonb3yetcs Bittorrent) — 6881. baHHep Takoro DHT-
y3na 6ygeT BbIrnsaaeTb Tak:

DHT Nodes

97.94,.250.250 58431
150.77.37.22 34149

13 081.9F.227 63579
252.246.184.180 36408
83.145.107.53 52158
77.232.167.126 52716
25.89.240.146 27179
147.23.120.228 50074
85.58.200.213 27422
180.214.174.82 36937
241.241.187.233 60339
166.219.60,135 3297

149.56.67.21 13735
167 ,.55.195,179 8748




PaHee ckaHep 3axBaTbliBasn Obl BblLLEYNOMAHYTbIM DaHHEpP 1 TOMbKO NOTOM ABUrancs ganee.
[1pn BKNHOYEHHOW KackaHOCTU, CKaHep OyadeT 3anyckaTb 3anpoc Ha 3axBaT baHHepa Ansg Bcex
NMpoB. B npumepe Bbille, ckaHep 3anyckaeT ckaHupoBaHue ansa IP 54.70.96.157 Ha nopty
61770, ncnonbays rpabbep 6aHHepoB dht, IP 85.82.92.188 6yageT npockaHMpoBaH Ha NMOpPTy
42155 v TaKk panee. To ecTb, O AMHOYHOE CKaHupoBaHue |IP MOXeT npuBecTun K Kackagy
CKAHMPOBAHUN, €CNM MNepBUYHbIE AaHHbIe, MONYYEHHbIE MNPU CKAHMPOBAHWUW, coaepkaT
NHdopMaUnIo 0 APYrmx NOTEHLUMaNbHbIX XOCTax.

YTobbl OTCNEXMBaATh B3aMMOCBA3b MeXxX4y rnepBoHa4alibHbIM 3alpoCcoOM Ha CKaHUPOBaAHWUE U
noodbIMK ﬂ,OHepHMMH/KaCHH,ﬂ,HbIMM 3anpocamMmu, Mmbl npencraBlidem 2 HOBbIX CBOMCTBA:

e shodan.id: yHuKanbHbIn nageHTudukaTop baHHepa. 3TO CBOMCTBO rapaHTUPOBAHHO
CYLLECTBYET, €cn 3anpoc Ha KackagupoBaHUe MOXeT DObITb 3anyLeH U3 crnyxbbl, XoTH
9TO O3Ha4aerT, 4YTo nbon Takon 3anpoc 6yaeT BbINOMTHEH YCNELLHO.

e shodan.options.referrer: npegoctaBnaeT yHuKanbHbIn naeHTudukaTop ans 6aHHepa,
CTaBLUEro NpUYMHOWN co3gaHus Tekywiero 6aHHepa. To ecTb, Takon DaHHep SABNSETCS
«poauTenemMm» TekyLlero.

Beb-nHTepdencol

CambI NPOCTOWN NYTb NOSTYYUTb AOCTYN K AaHHBbIM, COBpaHHbIM ¢ nomMoLbio Shodan — 310 BeD-
nHTepdencol. oYTU Kaxablh U3 HMX MNO3BOMSIET BaM BBECTU MOUCKOBBLIA 3anpoc, Tak 4To
cnepBa CTOUT NOroBOPUTb O HUX:

[ lonckoBble 3allpoOChbl

[lo ymMOn4aHuio, NMOUCKOBbLIA 3anpoc npocMaTpuBaeT TONbKO OCHOBHOW TeKCT BaHHepa U He
BbIMOMHAET MOUCK MeTadaHHbIX B HEM. K npumepy, ecnun Bbl BBoAUTe 3anpoc «Googley, To
pe3ynbTaTbl OyaQyT BKMOYaTh TONMLKO Te 3anucu, B 6aHHepe KOTopbIX €CTb TeKCT «Googley;
BOBCe He 0bsa3aTenbHo, YTO pe3ynbTaToM OyaeT OTKNMK B BUAe AnanasoHa cetn Google.

302 Found
HTTP/1.1 302 Moved Temporarily
S —— Date: Sun, 04 Oct 2015 22:2/7:08 GMI
j#] Canada Server: Google Search Appliance
Details Content-Type: text/html
Location: /EnterpriseController
Expires: Sun, 04 Oct 2015 22:27:08 GMT

Cache-Control: private, max-age=0
X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

Kak Mbl BUOuUM BbllLe, NOUCK No TekcTy “Google” BblaaeT pe3ynbTaTt B BUAe MHoXecTBa Google
Search Appliances, KynneHHbIMMU OpraHusayuaMu v nosyuvMBlLLIMMW OOCTYN B UHTEPHET; B
pe3ynbTaTax HeT cnyX6 cepBepoB ryrna.
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Shodan 6yger nbiTaTbCA HaUTU pe3yfibTaTbl, KOTOPble COOTBETCTBYHOT BCEM YCIOBUSAM
nouckKa. 3TO O3HAYaeT, YTO MeXAY KaxabiM 3Ha4YeHMeM B rnoucke npucyrtcrteyeTt + unu AND.
Hanpumep, 3anpoc «apache + 1.3» akBuBaneHTeH «apache 1.3».

YT0bbI npPpon3sBecCTun NONCK MetTalaHHbIX, HBOﬁXO,ﬂ,MMD NCMOJ1b30BAaTb CIJHJ'II::TPI:-I MOUCKA.

dun bTPbl NMNONCKa

PunbTpbl - 3TO cneuunanbHble KMKYEBble CcnoBa, Ucnonb3yemble Shodan Ona CcyXeHus
pe3ynbTaToB NOMCKa HA OCHOBE MeTadaHHbIX CNYyX0bl unu yctponctTea. PunbTpbl BBOAATCSA B
TakoMm doopmare:

filtername:value

BHUMaHuMe: MeXxay aAsoerovmemMm m sHa4veHUeEM chanpa HE OOJIP)KHO ObITb npoﬁena.

[1na ncnonb3oBaHUA 3HA4YeHUs ¢ NPoBEenoMm, HYXXHO 3aKMH4YUTb ero B KaBblukn. K npumepy,
4YTOObI HAUTUN BCE UHTEPHET-YCTPOMUCTBA, pacnonoXxeHHble B CaH-[nero, 3anpoc dyaeT Takowu:

city:”San Diego”

HekoTopble ounbTpbl NO3BOMAKT YKa3aTb HECKONbKO 3HA4YeHWn, pasfeneHHbIX 3ansiTown.
UTobbl HAUTKU yCTpOUCTBA, Ha KOoTopbiX 3anyweH Telnet Ha noptax 23 n 1023, BbINONHUTE
crneayroLwmy 3anpoc:

port:23, 1023

Ecnun dunbTp HE gonyckaeT ucnonb3oBaHWe 3andaTon B 3Ha4YeHum (port, hostname, net), 10
Takon punbTp AaET BaM BO3MOXHOCTb NPeaoCcTaBUTbh HECKOMNbKO 3HAYEHUN.

Takke MOXHO MCNONb30BaTb CbHJ'IprbI, YTOObI UCKHOYUTL HEKOTOPbLIE pPe3yJibTaTbl I'l}/TéM

noMeLleHuns 3Haka “-* nepen punbTpoMm. HYToObI HANTN BCEe YCTPOWUCTBA, HE HAaxXoAALMECS B
CaH-[uero, 3anuce byaeT Takas:

-city:”San Diego”

Bo MHOrMx cutyauusax, ropasgo npolle UCKNIYUTL pesynbTaTthbl. Hanpumep, cnegyowun
nouckoBbIn 3anpoc ucnonb3dyet hash:0, 4Tobbl Nnokasatb cnyxbbl Ha nopTe 8080, B KOTOPbLIX
OCHOBHOMW TEKCTOBbLIM DaHHEpP He ABNSAETCA NYCTbIM:

port:8080 -hash:0

Kaxxgbin 6aHHep Ha Shodan umeeTt yncnosoe ceBonctBo hash. [na nycteix 6aHHEPOB 3TO
3Ha4YeHne byaeT paBHO Hynw. Ecnnv BaMm HYXXHO HaAUTU YCTPOUCTBO C KOPOTKUM, CTaTUYHbLIM
6aHHepoMm, To hash punbTp NpegocTaBnT XopoLLn cnocod Ansa nx TOYHOro onpeaeneHus.

Shodan nogaepXuBaeTt Mmaccy unbTPoB, BOT HEKOTOPLIE U3 HUX:

Mma coounbtpa OnucaHue [Tpumep

category [locTynHble KaTeropuu: ics, malware




city HasBaHue ropoaa

country [TonHOe Ha3BaHWe CTpaHbl

net [TokasbiBaeT Tonbko pe3ynbtatbl U3 net:190.30.40.0/24
npegoctaBneHHoro AgnanasoHa IP (B CIDR-
HOTaUuN)

org CyxaeT pesynbTaTbl A0 OCHOBaHHbIX Ha org:"Verizon Wireless”

opraHm3auumn, Kotopoun npuHagnexur IP

CMOTDH [MPUJI10KEHNE B angd N3yHEHNA NOJIHOIO CrNCKa OOCTYIHbIX NMONCKOBbIX Cpl«*‘lﬂprOB.

[TonckoBbI ABMXOK Shodan

OcHoBHOM MHTepdenc Ana Aoctyna K AaHHbIM, cobpaHHbIM Shodan, 3TO ero coOCTBEHHbIN
MOUCKOBBLIN OBWXOK, pacnosioXeHHbI no agpecy https://www.shodan.io

% s [

The search engine for the Internet of Things -

Create a Free Account Getting Started

Explore the Internet of Things See the Big Picture
Use Shodan to drscover which of your devices are connected to the Internet, where Websites are just one part of the Internet. There are power plants, Smart TVs
they are located and who Is using them refrigarators and much more that can be found with Shodan

B Get a Competitive Advantage
}1&.}! Whao IS using your product? Where are they iocated? Lise Shodan 1o pertorm
}‘% empenical market inteligence

Monitor Network Security

Keep track of the computers on your network that are directly accessible from the

[

nternet. Shodan lets You u nderstand your j|_|: tal fc ntprint

©

The Washington Post E m 1 m L E]

Analyze the Internet in Seconds

Search the internet for devices with Shodan and use the web Interface to quickly generate beautiful reports

[To ymon4aHuio, NOUCKOBbLINM 3anpoc 6yaeTr npouM3BOAUTb MOUCK NO AAaHHbIM, CODpaHHbLIM 3a
nocneanne 30 gHen. 310 BonbLoe oTnnyme oT ctaporo canta (shodanhg.com), kKoTopbin Mo
YMOM4YaHWO Npon3Boauns NMOUCK No Bcen 6ase gaHHbiXx Shodan. O9To 0o3HA4aeT, 4ToO BCE
pes3ynbTaThbl, MOSly4YEHHbIE C CalTa — CBEXME U NPEOOCTABNAT BaM TOYHYIO KapTy UHTEPHETA

Ha HbIHELLHUN MOMEHT.
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B gononHeHue K NMOUNCKY, CaunT TakKxke npenocraelidert criedyrlne BO3IMOXHOCTHA.

Cka4ymBaHne gaHHbIX

[locne ocyuwecTBlieHNA NOnCKa no 3arpocy, BBEPXY NOABUTCA KHOMNKa CKa4v4nMBaHNA OaHHbIX

(Download Data). [pu HaxxaTun Ha HEE Bbl CMOXETE BblIOpaTh hopmMmaT ckadynBaHUA OaHHbIX
—JSON, CSV unn XML.

& Download Data

Use export credits to download results at a rate of 1 export credit = 10,000 results

You have 103,601 credits available which means you can download up to 1,036,010,000
results. Chick here to i J Credit

Number of records: | 0,000

File type:

®opmaTt JSON reHepupyeT pann, B KOTOPOM Kaxkaasi CTpOKa CoaepXuT nosHbin 6aHHEpP v Bce
CONyTCTBYKOLWMNE MeTadaHHble, cobpaHHble Shodan. 3TOoT dopmaT npeanoYTUTENEH,
MOCKOMNbKY COXpaHAETCcs BCA MHAopMaLKs, KoTopas Boobule AocTynHa. Takke 3ToT dopmMmat
COBMECTUM C KITMEHTOM KOMaHAHOW CTPOKM Shodan, 4To Aa€T BaM BO3MOXHOCTb 3arpy>aTb
NaHHble ¢ canTta Shodan, a 3atem obpabaTbiBaTh UX Aarnee ¢ NoMoLLbLD TepMuHana.

[Mpn coxpaHeHuun B hopmaTte CSV, pesynbtaTtom byaeT caunn, cogepxawun |[P-agpec, nopr,
cam B6aHHep, opraHmM3aumto 1 UMeHa XoCcToB 3Toro 6baHHepa. MHdopmaumns B HEM HenosiHas
n3-3a orpaHnvyeHnn B cpopmate CSV. 310T chopmaT peKkoMeHaoBaH K UCMOSb30BaHUID, €CIK
BaM HY)XHa TOSIbKO OCHOBHble [OaHHbLIE pe3ynbTaToOB MOUCKa, WU ecriu BaM HYyXXHa
BO3MOXXHOCTb ObICTPO 3arpy3uTb CKadaHHbIN pann BO BHELWHWE MHCTPYMEHTbI, K NpUMeEpY,
Excel.

®opmat XML - 9TO yxXe ycTapeBLIMW crnocob coxpaHeHust peaynbTtatoB noucka. C HUM
cnoxHee pabotatb U OH noTpedbnser Oonbwe Mecta 4vem JSON, 4TO pOenaer ero
cybonTumanbHbIM Ans 60nbWMHCTBA CUTYaLUNA.

3arpy3ka pAaHHbIX TpebyeTr MoHeT akcriopta (export credits), ooHopa3oBoW BasoThl,
OOCTYMHOW K NnpnobpeTteHunto Ha cante. OHM HUKOMM 0B6pa3omM He cBA3aHbl ¢ APl-uHTepdencom
Shodan u He OOHOBNAKTCA aBTOMaTUYECKU Kaxabi mecsay. OaoHa MoHeTa MoXeT ObiTb
ncnonb3oBaHa aAnsa 3arpys3ku peadynbtaTtoB vYnucrom o 10,000.
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®anrnbl JaHHbIX, CTeEHEePUPOBaHHbIE Ha canTe, MoryT ObITb HAaNAEeHb! B pasaene 3arpy3ok canta

(Downloads). Bbl MOXeTe nepenTtn B 3TOT pasaes ¢ NOMOLLbI KHOMKK ﬂ B NMPaBOM BEPXHEM
yrny.

[[eHepauunsa (co3gaHue) oTyeTa

CaunT gaet BO3MOXHOCTb CreHepupoBaTb OTYET, OCHOBAHHbLIM HA MOUCKOBOM 3anpoce. JTOT
OTYET coOepXut B cebe rpadwukn/Tabnuubl, npegocraBnswlmMe BaM OONbLUYO KapTy
pacnpeneneHns pesynsTaTtoB MO MHTEPHETY. 3Ta onuus becnnaTtHa U 4OCTynHa abCosoTHO
BCEM.

*% stooan N -

Universities Needing Toner

Top Countries
. United States

. Korea, Republic of

. Canada

. Taiwan, Province of China
. Czech Republic

. United Kingdom

. Hong Kong

Greece

. Lithuania

Slovakia

O WXONOUVUAWN=

—"

Top Organizations

Liniversity of Minnasotla

Bosion University -

Korga Bbl reHepupyeTe OTYET, Bbl AaeTe Shodan 3agavy caenatbe CHUMOK MOUCKOBOrO 3anpoca
N npegoctaBmUTb 06wKnm 063op. [ocne reHepaymm oT4eTa, OH HE MEHSAETCH U HEe OBHOBNSETCS
npwn godasneHnmn HoBbIX AaHHbIX B Shodan. Takxke 9T0 3Ha4uT, YTO Bbl MOXETEe reHepupoBaTb
OTYET pa3 B MECsIL, U OTCnexunBaTb UBMEHEHUS, CpaBHMBAs €ro ¢ npeabiaywmmm oT4eETaMM.

|l

Haxumaa Ha KHOMKY
CpOpMUPOBaAHHbLIX paHee.

B BEPXHEM MpaBOM YIIy, Bbl MOMYYUTE CMUCOK OTYETOB,

OO6Lne nonckoBble 3anpochl

[Tonck onpegeneHHbIX YCTPOUCTB TpebyeT 3HaHUM O nporpaMmMHOM obecnevyeHuu,
3anyckaemMoM Ha HUX, U UX peakuum Ha 3axBaT baHHepoB Yyepe3 MHTepHeT. K cyacTbio, MOXKHO
MCMOMb30BaTb ONbIT U 3HAHUS COODLLIECTBaA, UCMOMNb3ys KaTtanor noucka Ha Shodan. Jloawu
MOryT onucatb, MNOMETUTb WU nNOoAEeNnUTbLCA UX MNOUCKOBbIMK 3anpocamMm C  OpYyrumu
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nonb3oBaTtensamu. Ecnu Y BaC eCTb XeJlaHne Ha4aTb DEGOT}' ¢ Shodan, 06LLI,HB NMONCKOBbIE
3dl1poOChbl ﬁy,EI,YT BaM XOpOoWwunm noacnopbem Ha nepBbixX atarax Uncrosib3aoBaHUA CUCTEMBLI.

 Popular Searches

Y Webcam
best ip cam search | have found yet

Cams
admin admin

Netcam
Netcam

dreambox

default password
CISE0 1 Finds results with "default password® in the banner; the named defaults might work

nelgear

USET. a0min pass. Passworo

108.223.86.43

Irendneat IF Cam

ssh

Router w Default Info

=}

WIUTETS Thal 2l THeir et wsesT e DASSWOrT as a0mind 1,244 i Thesr Danner

BHuMaHue: DGLIJ,ME NMOVUCKOBbIE 3alnpocCbl BWAOHbI BCEM NOCETUTETIAM camta. He
AernnTtecCb 3arnpocamium, KOTOpPbLIE Bbl Obl He Xenanu nokasbiBaTb APYIrMM NKOAOAM.

[TpyMmep: NOMCK HeECTaHOAPTHbIX CIYXX0

OCHOBHOW peakumen, KOTOPYH A BUXY, KOraa peyb 3aX0AnT O YCTPOMCTBAX, BbICTABNEHHbIX B
NHTepHeTe, ABNAETCA HeYTO BPOAe:

[-]1 XDRosenheim 1 [

And this is why my server is whitelisted, password protected and not on port 25565. I don't like
data miners...

*N 3TO ABNAETCH NMPUYMHOM TOrO, YTO MOW CEPBEP B BENbIX NMNCTAX, 3ALNUIEH MAPOMEM U HE
HAXOOUTCA HA NOPTY 25565. A HE NIOBNIO AOBLITYMKOB OAHHbLIX. ..

CobCTBEHHO, Uaesa 3anycka aTon cnyxobl (B AaHHOM cnyyae 31o Minecraft) Ha HecTaHgapTHOM
NnoOpTyY — 3TO Xopowwunm crnocod ocrtaBatbCss HeobHapy)XeHHbIM. B Kpyrax ntogew,
3aHMMaKLWmMxXcs 6e30nacHOCTbO, 3TOT Crnocob TakkKe U3BECTEH KaK «be3onacHoCTb 4epes
HE3aMETHOCTb» N CYUTAETCH KpanHe Hea(PEKTUBHBLIM U yCcTapeBLLnM. YTo Hanbonee yxacHo
— 3TO MOXEeT AaTb XO03AWHY cepBepa WM YyCTpoOUCTBaA YYBCTBO JIOXKHOW 3aLLUULLEHHOCTW.
Hanpumep, gaBante nocMoOTpUM Ha nwoaewn, 3anyckawwmx OpenSSH Ha HecTaHOapTHOM
nopTy. YTOOLI 3TO cAaenaTb, BBOAUM CleayoLLyo KOMaHay:

product:openssh - port:22
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dunbTp product ncnonbayeTcs, 4TOOLI NoKa3aTb TONLKO cepBepbl OpenSSH, a —port:22
MCKNIOYaET BCce pe3ynbTaTbl CO cTaHaapTHoro nopta SSH (22). Ytobbl nony4ynTb 60nee
NOHATHLIN 0D030p pe3ynbLTaToOB NOUCKA, CrEHEPUPYEM OTYET:

Top Countries

United States 139,969
Australia 59,493
Germany 24,584
Brazil 24,405
China 15123
France 14,708
Russian Federation 11,065
United Kingdom 10,692
Poland 8,496
Canada 7,484

g I
2.
3
4.
¥
6.
y
8.
9
0.

el

[Tony4YeHHbIN OTYET TakKKe AacT HaM NMOHUMAaHUE, Kakue HecTaHdapTHbIE MOPThI
MCMNOJIb3YKTCA Yalle BCEro:

2222: 323,930
5000: 47,439
23: 13,482
26: 7,569
5555: 6,856
9999: 6,286
82: 6,046
2323: 3,622
6666: 2,735
3333: 2,644

£2460 (00 BN (00, O, e 0 D =

—

OTWN Yucna BbIrMAAAT HE OYEHb criyvyanHbiMU, He Tak Nn? [psamMo cendac Bbl OMKHbI MOHATD,
4YTO Ball CnyYauHbI¥ BbIDOp HECTAHAAPTHOrO NOPTa MOXET ObITb HE TaK YX U YHUKanNeH. [opT
2222 cTOnb Xe pacnpocTtpaHeH, kak n nopt 8080 gna HTTP, a Takke 310 cTaHAapPTHbIU NOPT
onsa Kippo honeypot, XoTa 8 CUNbHO COMHEBAIOCb, YTO CTOJNIbKO Nioaen 3anyckatoT honeypot
ogHoBpeMeHHo. Cneaywowunn no nonynapHoctyu nopt — 3ato 5000, KoTopbIM OTNUYaeTcs OT
LabnoHa ocTarbHbIX MOPTOB (HE CUMMETPUYHOE UMK NoBTOopAKoLLeecs Ynucno). 1 npumepHo B
ATOT XK€ MOMEHT A NOHAMN, YTO ABCTpanusa — BTopas CTpaHa rno konun4yectsy 3anyckoB OpenSSH
Ha HeCTaHAAPTHbIX NopTax. A NPUCMOTPENCS K 3TON CTpaHe, U YTo Xe s yBuaen? Konnyectso
HecTaHaapTHbIX noptoB SSH (5000) npumepHO paBHO KONMYecTBY cTaHaapTHbIX — 54,000 1
68,000 cooTBeTCTBEHHO. N3yunB HekoTopble BaHHepb!, nonyyeHHble U3 ABCTpannuu, MOXHO
NOHATb, YTO €CTb oTnevyaTok SSH, obwmnm ANg MHOMMX UX HUX:

Eb:a2:5a:9a:91:28:60:9¢c:92:2b:%e:bb:7f:7c:2e:06

[Toxoxe, YTO aBCTpanuUCcKUn MHTepHeT-npoeBanaep BigPond ycTtaHaBnuBaeT U HacTpanBaeT
ceTeBoe obopyaoBaHue, KOTopoe He Tonbko 3anyckaetT OpenSSH Ha nopty 5000 (BeposiTHeE
BCEro, Ans ydaneHHOro ynpasfieHus1), HO Takke uMeeT Te Xe SSH-knwun, KoTopble
yCTaHOBIEHbl Ha 3TOM 00OpyaoBaHUU. YCTPOMUCTBA Xe B aBCTPAlIMUCKUX CeTAX TakKxke
3anyckarT ctapyto Bepcuto OpenSSH, koTopaga Obina BbinyuweHa ewe 4 ceHTabpsa 2007 roaa.
HeT HuKakou rapaHTum, 4To 3anyck OpenSSH Ha cTtaHgapTHOM nopTy caenan obl ux bonee

LTp. 17




3aLUMLLEHHBIMN, HO 3TN 54 ThiCA4YN YCTPOMUCTB cocTaBnsaT 25% oT obuwero yncna OpenSSH
cepBepoB Bepcun 4.7 B nHTEpHETE (camas nonynsapHas sepcuss OpenSSH — 5.3).

KapTbl Shodan

Caunt Kaptbl Shodan npeooctaBnadT AOCTYN K UCCreaoBaHUIO pe3yrnbTaToB NoMcKa BMECTO
rMaBHOro canmTa, NOCTPOEHHOro Ha TekctoBou ocHoBe. OH oTobpaxkaeT Ao 1,000 pesynbTaTtoB
eNHOBPEMEHHO; N BO BPEMS TOro, Kak Bbl NpubnmkaeTe unun otgansdere KapTy, YTOYHAET
MOWUCKOBbLIN 3anpoc Ans Tom obnacTn, Ha KOTOPOW Bbl CCOOKYCUPOBAHHDI.

Bce nounckoBble punbTpbl, paboTalolime Ha OCHOBHOM cauTe, Takke paboTaloT v 34ech.
Ctunu kapTt

CYLLIECTB}’ET HECKOJIbKO BaApPnaHTOB I'IiE,EI,CTElBﬂEHHﬂ KapT, AOCTYMNHbIX K NMPOCMOTPY, Ha Badlle

npegriovreHne. Haxmute KHOTIKY
BAPUAHTOB.

OKOJ10 CTPOKKM NMOUCKa AJiA NOJIYyHeHUA CIrCKa 3TUX
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Ya3zsumocT Shodan

Caunt Ysassumocten Shodan cobupaet yassumocTtn u akcnnontel ¢ CVE, Exploit DB v
Metasploit 4TobObl caenaTb X AOCTYNHbLIMU OS5 NoMUcKa Yepes Beb-nHTepdewnc.




#% SHODAN expiorrs

Search for exploits.. Search

[TouckoBble CIJMJ'Iprbl, AOCTYIMNHbIE Ha 3TOM canTte, oTnu4arTCca OT dDHJ'II::TpOB Ha MPpOo4Knx
MPOEKTax Shodan, Tak Kak uenbto DBSDBSOTHMI{OB Oblfio caenaTtb X MakCcuMarnbHO MnPOCTbIMUA
B UCINOJ1b30BaAHWN, TAE 3TO BO3MOXHO.

BHUMaHME: NO yMOn4aHuio, Ha cauTe YA3BMMOCTEU MOWUCK MPOUCXOAUT B MNOJIHOW
MHopMaUuKM SKCNNouTa, BKNWYasas MeTagaHHble. OTUM MNPOEKT oTnuyaeTtca oT Shodan,
KOTOPbIV ULLET TONMbKO B TEKCTE BaHHepa, ecnn He yKasaHbl AOMONHUTENbHbIE PUMBbTPLI.

[locTynHbI cneayoLwmne nouckoBbie UnbTpbI:

Ha3BaHwve Onpenenexue

author ABTOpP YS3BUMOCTU/3KCNNonuTa

description OnwucaHue

platform LleneBasa nnatdgopma (php, windows, linux...)
type Twn akcnnouTta (remote, dos...)

N3o0bpaxkeHnsa Shodan

[Inga Ttoro, 4Tobbl C NErkOCTLI NMPOCMOTPETbL BCE CKPUHLLIOTLI, cobupaemble Shodan, MOXHO
NOCeTUTb cauT un3obpaxkeHun Shodan. ITOT NPOEKT — 3TO AOCTAaTOYHO ApPYXEeCTBEHHbIN
nHtepdgenc ounotpa has_screenshot.
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CTpoka noucka HaBepxy UCMonb3yeT TOT e CUHTaKCUC, YTO M NMOUCKOBbLIN ABMKOK Shodan.
Hanbonee pe3ynbTaTtuBHO OyaeT NCNoNb30BaTh 3Ty CTPOKY Anst hunbTpaumnm no opraHn3aumnm

nnn 6noky IP-agpecos (netblock). OgHako, MOXHO Takke Ucrnonb3oBaTb PUIIbETPALMIO MO TUMY
N300pakeHun.

[1aHHble n3obpakeHnn cobuparoTca U3 5 pasHbiX UCTOYHUKOB:

e VNC

e YpanéHHoin paboyumn cton (RDP)
e RTSP

e DBeb-kamepbl

e X Windows

Kaxabli  MCTOYHUK  M300pakeHunh nony4yaetca U3  oTaenHoro  noprtal/cnyxbbl  w,
COOTBETCTBEHHO, UMeeT CBOM BaHHep. OTO 3HAUYUT, YTO €CNK Bbl XOTUTE BUAETb N300paKeHns
TONbKO C Beb-Kamep, BaM HY>XHO UCKaTb Tak:

HTTP

Onsa nouncka VNC Heobxogmmo ucnonb3oBaTb 3anpoc RFB, a ana noucka RTSP npocto
BBecTn RTSP.

Takke MOXHO UCKaTb U30bpakeHnsa, NCNonb3yss OCHOBHOW canT Shodan unu kapTel Shodan
no nomckoBomy 3anpocy has_screenshot:true.\




[TpakTnyeckue ynpaxHeHus: Cantol Shodan

YnpaxHeHue 1

Hanaunte cant 4SICS, ncnonb3ya Shodan.

[ logckaska: CMOTPU MNPpUINOXeHNe B Ana cnucka noucKoBbIX CI)HJ'IprDB.

YnpaxHeHue 2

Ckonbko cnyx6 VNC B nHtepHeTe no3BonsitoT aHOHUMHbIN AOCTYN?

YnpaxHeHue 3

Ckonbko IP B LLBeuun yassumbl kK Heartbleed n oo cux nop nogaepxumpaiot SSLv3?
Ckonbko IP yassumebl K Heartbleed B Bawwewn opraHmsauun?

YnpaxHeHue 4

Hﬂﬁ,ﬂ,MTG BCE NPOMbILLJIEHHbBIE CUCTEMDbI YINpaBrieHNA B Bawlem ropoje.

YnpaxHeHue 5

Kakoe cpenctBo yganeHHoro agmuHuctpupoBanusa (RAT) Hanbonee nonynsapHo B CLLUA?




BHelWHWUe UHCTPYMEHTbI.

VIHTepdenc KomaHaHoU CTPoKn Shodan

Hayano paboThl

NHTepdenc komaHaHOW CTPOKKU shodan noctaBnsieTcs BMecTe ¢ ouumanbHOn 6ubnmnoTekon
Python ana Shodan, U3 4ero crnegyer, 4YTO €CnMX Bbl UCMOMb3yeTe MOCNeaHK BEPCUID
bnbnuotekn, y Bac yxe ectb goctyn K CLI. [Ina ycTtaHOBKM HOBOro MHCTPYMEHTa, MPOCTO
BbINONHUTE KOMaHAY:

easy_install shodan

Koraa yCTaHOBKAa UHCTPYMEHTAa 3aBepPLllnTCd, HY>KHO ero nHnuduasinamnpoBeartb sallliM KIMKO4OM
API:

shodan init YOUR_API KEY

[MoceTuTe hitps://account.shodan.io 4Tobbl nony4nTe APl Koy ans Bawero akkayHTa.

alert

KOMBH,EI,B alert naét BaM BO3MOXHOCTb cCOo30aBaTtb, NepevHnCnAaTb, OoYUWAaTb WU YyOadlATb
onopelweHmnd Cetn.

convert

JTa KomMaHaa KoHBeptupyeT cxaTtbin damn JSON, creHepupoBaHHbIM Shodan B Apyrou
dannoBbIin popmaTt. Ha gaHHbIM MOMEHT NogaepXXmuBaeTcs KoHBepTauus B Kml n csv.

count

KomaHaa okasbiBaeT KONIMYeCcTBO pe3yribTatoB AJid NOUCKOBOIO 3arpoca

$ shodan count microsoft idis 6.0
5360594

download

OcyulectBneHne noucka no Shodan u ckaynBaHue pe3ynbTaToB B Pansl, rae Kaxgas CTpoka
— 310 6aHHep JSON (cm. npunoxeHue A).

[To ymonyaHuto, 6yayT coxpaHeHbl Toneko 1,000 pesyneTtatoB. Ecnu Bam TpebyeTtca bonbluee
KONM4ecTBo, obpaTuTe CBOE BHMMaHMe Ha cdnar --1imit.
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KomaHaa download — 310 Ta KOMaHAga, KOTOpYH Bbl Oyaete ncnonb3oBaTtb Hanbonee 4acTo
ONs nonyvyeHusa pesynbtatoB M3 Shodan, Tak Kak OHa MNO3BOMSAEeT WM cKkadaTb UX, U B
nanbHenwem obpaboraTtb, uUcnonb3ys KomMaHay parse. [1oCKonbKy NponucTbiBaHWE
pe3ynbTaToB UCNONb3yeT Bawun query credits, OyaeTt pazyMHO BCerga CoXpaHAaTb pe3ynbTaThl,
4TOObI HE TPATUTb KPeaUTbl Ha Te Xe OEeNCTBUSA NO3XKeE.

downl oai

(I p I o

L X3 =

host

[TpocMOTP MHOPMALIMKU O XOCTE, HanpuMep ero reorpaduyeckom pacnonoXeHmnm, OTKPbITbIX
NOPTOB U OpraHusauuun, Bnagewwien |P-agpecom.

$ shodan host 189.201.128.250

Hostnames: customer-250.xertix.com
City: Mex1co

Country: Mexico

Organization: Metro Net, S.A.P.I. de C.V.
Number of open ports: |

Vulnerabilities:

Ports:

Fortinet FortiGate 50B or FortiWifi 80C firewall http config
| -- SSL Versions: SSLv3, TLSv1l, TLSv1l.1, TLSv1.2
| -- Diffie-Hellman Parameters:

Bits: 1024

Generator: 2

Fingerprint: RFC2409/0akley Group 2

honeyscore

[lpoBepka, aBngaetca nu |P-agpec honeypot'om, Bbigawowmm cebsa 3a NPOMbILSIEHHYIO
CUCTEMY YNpaBfieHuUs.

S shodan honeyscore 41.231.95.212




Info

[Tony4yeHune ocHOBHOM MHGopMaLun o Bawem Tapude API, Bkntovatollen B cebsa KonmyecTso
3anpocoB U CKAaHUPOBaHUW, OCTABLLUXCSA BaM B 3TOM MecsLe.

S shodan info
Query credits available: 5102
Scan credits available: 249

myip

KomMmaHaa nokasbiBaeT Bawl |P-agpec, KOTOpbIU BbIXOOAUT B UHTEPHET.

$ shodan myip
199 349210

parse

KomaHaa parse ncnonb3dyeTtcsa ans aHanusa gpavna, nony4vyeHHoro komaHaon download. OHa
NO3BONISAET BaM OTOUNbTPOBATbL NMons, MHTepecytowme Bac, Koueseptuposatb JSON B CSV, u
opyxentbHa BO B3aMOAEUCTBUM C NMPOYUMU CKpUNTamMMu.,

KomaHaa Hmxe nokasbiBaeT |IP-agpec, nopT v opraHusauuto B oopmate CSV ana gaHHbIX
Microsoft-11S, 3arpykeHHbIX paHee:

S shodan parse --fields ip_str,port,org --separator , microsoft-data.json.gz




SCan

KomaHaa scan obecneymBaeT OOCTYN K HECKONbKMM NogkomaHgam, Hambornee BaXKHOW U3
KOTOPbIX ABngaeTca submit, no3BonA0LIEN BaM OCYLLECTBNATb CKaHUpoBaHue Yyepe3 Shodan.

S shodan scan submit 202.69.165.20

achillean@demo:~% shodan scan submit 202.69.165.20

Starting Shodan scan at 2015-07-24 04:14 (108000 scan credits left)

Country Philippines
City Pampanga

Organization ComClark Network & Technology Corp.

Open Ports:
Stcp
Jtcp
Jtcp VMware Authentication Daemon (1.18)

search

OTa komaHga No3BonseT BaM Npou3BoAuTb Nouck no Shodan u npocmaTtpuBaTh pe3ynbTaThl
B TepMuHane. No ymonyaHuio oHa nokasbiBaeT IP, nopT, nMeHa xocToB u AgaHHble. MOXHO
Mcnonb3oBaTb napameTp --fields AnA oTobOpaxeHus Tex nornen b6aHHepa, B KOTOPbLIX Bbl
3anHTEPECOBaHbI.

$ shodan search --fields 1ip_str,port,org,hostnames microsoft iis 6.0




stats

KomaHaa stats nossonseT Bam nponncarTtb d)aCETbI AnAa nNonckoBOro 3arnpoca.

Hanpumep, cneayroulas KomaHaa NnokasbiBaeT CTPaHbl, B KOTOPLIX pacnonoXXeHo Hanbonbluee
konnyecTBo Beb-cepBepoB Apache:

S shodan stats --facets country apache
Top 10 Results for Facet: country

US 8,336,729
DE 4,512,172
CN 1,470,434
JP 1,093,699
GB 832,221
NL 684,432
FR 667,871
CA 501,630
RU 324,698
BR 266,788
stream

[laHHaa komaHga npenocTaBnsaeT AOCTYyN K MPOCMOTPY B HAcCTOSILIEM BPEMEHM TMOTOKA
NaHHbIX, cobupaembix ckaHepamu Shodan.




achillean@demo:~S shodan stream --help
Usage: shodan stream [OPTIONS]

Stream data in real-time.

Options:

--color / --no-color

--fields TEXT List of properties to output.

--separator TEXT The separator between the properties of the search
results.

--1imit INTEGER The number of results you want to download. -1 to
download all the data possible.

--datadir TEXT Save the stream data into the specified directory as
.json.gz files.

--ports TEXT A comma-separated list of ports to grab data on.

--quiet Disable the printing of information to the screen.

--streamer TEXT Specify a custom Shodan stream server to use for
grabbing data.

-h, --help Show this message and exit.

KomaHaa noggepxmeBaet MHOIO pPa3JiNyHbIX d)J'IEH'DB, OAHaKO [OeUCTBUTENIbHO BaXHO
YNOMAHYTb JIULUb 3 U3 HUX:

--datadir

dnar --datadir no3BonaeT BamMm yTOYHUTL Manky, B KOTOPYK OyAEeT COXPaHATLCA NOTOK AAHHbIX.
daunnbl, creHepupoBaHHble B aupektopumn --datadir, OyaytT nmeTtb cneayrowmnmn gpopmaTt UMEH:

YYYY-MM-DD.json.gz

K npumepy, dann dyoget HasbiBaTbca «2016-01-15.json.gz». Kaxabi OeHb, HOBbIV (hauns
OyaeTr aBTOMaTUYECKN reHEepupoBaTbCA MO Mepe NMpuemMa MNOoToKa AaHHbIX, NMOKa Bbl €ro He
oTknounte. Crneayroulas KomMaHaa ckavymBaeT BCe AaHHble C NOTOKa B pearibHOM BPEMEHU U
coxpaHsieT ux B aupekropuu /var/lib/shodan/:

shodan stream --datadir /var/lib/shodan/

--limit

dnar --limit ykasbiBaeT, CKOMbKO pe3ynbTaTtoB OyaeTr ckavaHo. [lo ymonyaHuio, KoMmaHaa
stream npoaomkaeT paboTy 6eckoHeYHOo, Noka Bbl He BbinaeTe U3 nporpammbl. OgHako, ecnu
Bbl 3anHTEpecoBaHbl B cOope TONbKO obpasua AaHHbIX, TO AaHHbIM donar rapaHTupyeTt coop
HeDbonbLIOro KonuyecTea 3anucen. [ng npumepa:

shodan stream --1limit 100

OTa komaHOa npucoeauHUTCA K MOTOKY JAaHHbiX, BbiBeaeT nepBbie 100 nonyyYeHHbIX
pPEe3ynbTaToOB U 3aTEM NMPeKpaTuUT padoTy.

--ports

ITOT nar NMPUHUMAET KakK 3Ha4YeHUs pasgeneHHbIM 3ansaTbiIMUM CMKUCOK MOPTOB, YTOOLI
No3BONUTbL BaM TMpUHMMAaTb B pearibHOM BPEMEHW TOMbKO AaHHble OT 3TUX MOPTOB.
Cnepyowas komaHga oyaeT npuHumaTb 6aHHepbl, cobpaHHble oT noptoB 80 nnu 8080:




shodan stream --ports 80,8080

[Tpumep: aHann3 ceTu

B ocHoBHOM Shodan ncnonb3yeTtcs, 4Tobbl NONy4YnUTh NpeacTaBneHne 0 TOM, YTO 3anyLuieHo B
Bawen obwegoctynHon cetn. IHCTpyMeHT KomaHaHOM CcTpoku Shodan moXeT noMoyb Bam
ObICTPO MNOHATbL, C YEM Bbl MMeeTe aeno. [Ona nyywero NOHUMaHUS Mbl, K NPUMEpY,
paccMoTpuM amanasoH 78.13.0.0/16. YTobbl Ha4yaTb, AaBanTe NMOCMOTPWUM, CKOSMbKO Cry»6
MMEIOT BbIXO4 B UHTEPHET:

S shodan count net:78.13/16
4363

KomaHnaa count npegoctaBuTt Ham obuiee konnydecTBo DaHHepoB, KoTopble Shodan cobpan m3
noacetn 78.13/16. Ha MOMeHT HanucaHus pykoBoAcTBa, 3170 Obio 4,363 pesynbTara.
KomaHaa gaet HaMm NoOHMMaHue Toro, HaCKOSTbKO BENUK 06 bEM NyBNMYHOM CETU OpraHu3auum,
HO He pacKpbiBaeT UMHoOpMaLUO O TOM, AN 4Yero npeaHasHadeHbl HaungeHHble CryXObl.
Takum obpasom, cnegyowmm Hawmnm warom dbyaeTt pacnpeaeneHmne OTKPbITbIX NOPTOB CETHU:

$ shodan stats --facets port net:78.13/16
Top 10 Results for Facet: port

7547 1,192
80 543
443 264
8080 191
1900 147
53 123
49152 83
81 64
22 61
21 38

10 Hamnbonee 4acTo BCTPE4YaLWNXCA NOPTOB 3TO HEMNNNOXaA OTnpaBHaAA TOYKaA, HO B naearie
Mbl XOTUM TNOJIYHUTb TOJIHYK KapPTUHY pachnpegerieHnA. YTobbl 3TO caelriarb, Mbl YTOYHUM
MadKCUMallbHOE KOJTIN4HeCTBO cbacema, KOTOPblEe O0J1KHO ObITb BO3BPALLEHO OTKITMKOM.

S shodan stats --facets port:100000 net:78.13/16
Top 1060 Results for Facet: port

7547 dopil ol
80 543
443 264
8080 191
1900 147
53 122
49152 33
81 70
22 70
21 59
5060 29
1723 49
554 40
3128 36
IS 3
8443 2L
8000 28
3081 25
5000 23
82 21

LD 3




6881 19

8089 by
500 16
83 16
L. 1748 4 14
88 1 B
DS 12
4500 12
5001 10

Mbl nonyuunu 1060 yHWKanbHbIX NOPTOB, KOTOPbIE ObINM ODHapYXeHblI OTKPbLITBIMUA B CETW.
bbin caenaHd 3anpoc Ha orpoMHoOe MakcumanbHoe Konndectso acetos (10,000), HecmoTps
Ha TO, YTO 3TO ropas3no bonbue Yyem npumepHo 300 nopToB, KOTOPbIE HAckaHupoBan Shodan.
Ha paHHOM 3Tane ™Mbl MmMeeM Hebornblioe KofmyecTtBOo obnacrten, KOTopble MOXHO
nccnegoBatb ganblle. Bo-nepsbix, Hanbonee 4Yacto BCTpevarwmmnca nopT 7547, KOTOPbIN
Mcnonb3yeTca mogemMamu anst OOHOBNEHUS UX HACTPOEK, N KOTOPbLIN MNOSABAANCS B HOBOCTSX B
CBSI3N C Bornpocamu BesonacHocTu. Takke MMerTCcss MHOro Beb-cepBepoB, paboTarolmx Ha
HecTaHaapTHbIX nopTtax (8080, 81, 82, 8443 n Tak fanee) KOTOpble TOXe crneayeT U3yyuTb.
Hanpumep, 310 Be6-cepBepa, Ha KOTOPLIX paboTatoT cnyXbbl Ha HECTAHAAPTHbLIX MOPTax:

S shodan stats --facets product "HTTP net:78.13/16 -port:80,443"
Top 10 Results for Facet: product

Apache httpd 39
micro_httpd 22
GoAhead-Webs httpd 21
nginx 18
Netwave IP camera http config 16
Boa HTTPd 13
uc-httpd 5
Allegro RomPager 4
uhttpd 3
mt-daapd DAAP 2

BHMMaHMe: NOUCKOBbLIM 3anpoc 3akMioYEeH B KaBblYkM 4YTOObI NpenoTBpatuTb Bash ot
BOCNpuAaTUA -port kak onara komaHabl shodan.

[pyron Heobxoaumbl BONPOC — 3TO NMOHMMaHUE, Kak ncnonbdyetca SSL B ceTu. [na aToro
Mbl MOXEeM Ucnonb3oBatb SSL-tectupoBaHme Shodan, KOTOpOEe  BbIMNOMHAETCS
aBToMaTunyeckn ansi Bcex cnyxo6, noggepxuBarowmnx SSL (HTTPS, POP3, IMAP n npou.)
UTtoObl HayaTb paboTy, gaBanTe NOCMOTPUM, Kakme Bepcun SSL/TLS Hambonee 4acto
MCnonb3yTcsA BeO-cepBepamu:

S shodan stats --facets ssl.version HTTP net:78.13/16

Top 5 Results for Facet:
ssl.version

tlswvl 283
tlsvl.2 190
tlsvl.1 187
sslv3 80
sslv2 34

XopoLune HOBOCTU ANA Hac 3aK4yarTcd B TOM, YTO B OCHOBHOM CepBEpbl UCMNOSMb3YIOT
TLS1.0 n Bbiwe. HO, eCTb HECKONbKO YCTPOWUCTB, KOTOPble MNOOAEPXUBAKT APEBHUM,
ycTapeswnm SSLv2.

L.TD. 32




HTTP net-78.13/16 ssl.version-ssiv? Q Explore Downloads Reports Enterprise Access

% Maps W Share Search & Download Results Ll Create Report

401 Non autorizzato

& SSL Certificate HTTP/1.2 481 Unauthorized
Tiscalinet ssuad By: wWwW-Authenticate: Basic realms="NETGEAR DGNZZ@8@v4"
1 }
1 Marme,  wanwh, routerlogln, et Lontent-type: text/html
BN itay, Rome - Dnganization METGEAR
Details
=zuad To:
Common Nama: www.routerlogin.net
Ital 14
-y Organizatic NETGEAR
Supported SSL Versions
S55Lv2, TLSv1
HTTPS (B443) 16
HTTPS 18 GHS znﬂﬂ
Symantec Data Center Security 2 k Ak
& S5L Certificate HTTP/1.8 288 DK
Tisaalinet ssuad By Cache-Control: max-age=8
Content=-type: text/html
Tiscalinet 34 BN nay, Pistoia hitp:iglobal1. levell.com
Dwetails
- Drrganization LewelOne
ssuad To
Apache hitpd T http:/iglobal1_level1.com
uhttpd 1 - Drganization LevelOns
micro_httpd 1
Microsoft HTTPAP| hitpd 1 SUPPOIed SOL Versions
S5Lv2, S5Lv3, TLSv1
& SSL Certificate HTTP/1.1 481 Unauthorized
Tiscalinet T——— B
B0 italy, Rome - Common Mame: www.routerlogin.net Date: 5at, 24 Dec 2816 12:85:31 GMT
Details Organizatior NETGEAR WwW-Authenticate: Basic realm="NETGEAR DGND370@v2

Content-Type: text/html
PIP: B443

Connection: close

ssuad T_l
- Common Mame:  www.routerlegin.net

- Dirganization METGEAR

Supported SSL Verslons
SSLv2, S5Lv3, TLSv1

[lo Bcen BuauMmoctu, 3T ycTtpouctBa NetGear ABNAKTCA OCHOBHbIMKU MOMb30BaATENSAMMU
SSLv2-coBMeCTUMbIX CNyXO B 3TOW CETW.

[Tpoumep: nccnepgosaHue Telnet

[aBanTe npeanosioXum, YTO Mbl XOTUM MNPOBECTU UCCeaoBaHWe YCTPOWCTB B UHTEPHETE,
ncnonb3ywmx Telnet. [lna Hayana, Mbl MOXXEM COEUHUTb BCE paHee YNOMSAHYTble KOMaHAbI
B CIeayoLyHo:

mkdir telnet-data
shodan stream --ports 23,1023,2323 --datadir telnet-data/ --limit 10000

CnepBa, co3gaem nanky ¢ nmeHem telnet-data gna xpaHeHna gaHHbix Telnet. 3atem
penaem 3anpoc Ha 10,000 3anucen (=-limit 10000) 13 noToka AaHHbLIX HA CTAHAAPTHBLIX
Telnet noptax (--ports 23, 1023, 2323) 1 coxpaHaem pe3ynbTaTbl B NpeaBapuUTenbHO
co3aaHHbIn KaTanor (--datadir telnet-data/).

ApaoH Maltego

Maltego — 3TO NpunoxeHne C OTKPbITbIM NCXOAHbIM KOAOM, UCIOJIb3yEMOE AOJ1A OﬁHapy}HEHHﬂ

U DﬁpaﬁﬁTKH AaHHbIX. OHO No3BoONseT Bac BM3yalribHO UccrnegoBatb U COMNMOCTaBI/1ATb AaHHbIE
N3 MHOXeCTBa MCTOYHUKOB.




AnpoH Shodan ana Maltego npegocrtaBnsaeT 2 HOBbIX cywHOCTU (entities) — Service n Exploit
n 5 HoBbIX NpeobpasoBaHun (transforms):

e searchShodan

e searchShodanbyDomain
e searchShodanbyNetblock
e toShodanHost

e searchExploits

[TnaruHbl bpay3epa

CyLlecTBYIOT NnaruHbl, kKak Ha Chrome, Tak 1 Ha Firefox, koTopble No3BONSAOT BaM yBUAETb,
Kakme crny>0bl NCMOMNb3YyOTCS CauTOM.
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[TpakTnyeckme ynpaxkHeHus: MHTepdEenc KOMaHaHON CTPOKK

YnpaxHeHue 1

CkavauTe |IP-agpeca, ys3sumble K Heartbleed B LBeunn n Hopseruu, ncnonoays CLI.

OTdhuneTpynTe pesynbtaThl ang LLBeunn n coxpaHute nx B otaenbHOM daunne.

BHMMaHMe: pacnakyute dann n usyymte HeobpaboTaHHble AaHHble, YTODbI YBUAETS,
Kak BbIrMaanuT HeobpaboTaHHbINM OTKIUK Ha TecTupoBaHue Ha Heartbleed.

YnpaxHeHue 2

Ckavaute 1,000 nocnegHux 6aHHEpPOB, UCNOMb3YS NOTOK JaHHbIX B peanbHOM BPEMEHU, U
onpegenute nx nokauuto, ncnonbdysa Google Maps

[loackaska: shodan convert

YnpaxHeHue 3

HanuwuTte CKpUnT ANSA CKadMBaHUSA CNMCKa M3BECTHbLIX BpeaoHOCHbIX |P-agpecoB u
3abnokupyuTe ndon ncxoasamm Ha HUX Tpaguk.

[Togckaska: iptables -A OUTPUT -d x.x.x.x -] DROP
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API| PaspaboTuyuka

Shodan npepoctansaetr APIl-uHTepdenc paspabotumka (hitps://developer.shdan.io/api),
KOTOPbIM UCNOSb3YETCH ANIA NMPOrpaMMHOro goctyna K cobupaemoun nHgpopmauun. Bece Beb-
CanTbl U NHCTPYMEHTLI, BKINOYaa ocHoBHOM canT Shodan, pabotatot ot API. Bce, 4TO MOXHO
caenatb 4yepe3 Beb-canT, MOXET ObiTb C HE MEHBLUMM YCMEXOM BbINOSIHEHO C MOMOLLbIO
BaLLero cobcTtBeHHOro Koaa.

APl penutca Ha 2 yactn: REST APl u Streaming API. APl REST npepgoctasnsieT cnocobbl
noucka no Shodan, noucka XOCTOB, MONyYEeHUA MNOMIHOU WMHGOPMaUMKM O 3anpocax wu
MHOXXECTBO BCMoOMOraTenbHbIX MEeTOoAoB, ynpowawwmux paspabotky. Streaming API
npenoctaBnaeT HeobpaboTaHHbIN MOTOK AAHHbLIX B PEXUME pearibHOro BPEMEHU, KOTOPbLIN
cobupaeT Shodan B gaHHbIM MOMEHT. CyLLeCcTBYEeT HECKOSIbKO NMOTOKOB [AaHHbIX, Ha KOTOpble
MOXHO noanucaTbCd, HO 3TU AaHHbIe He OOCTYNHbI AN BKMHOYEHUS B NOUCK UNU ONSA 4PYyroro
B3aumogenctemda. OHM UCNonNb3yTCA caMmon cuctemoun Shodan.

BHumaHune: Tonbko nonb3oBatenu ¢ noanuckonm Ha APl MoryT nonyduTtb OOCTyn K
Streaming API.

Ol'paHl/I‘-IeH A NCT10J1b30BaAHNA

EcTb TPWN OrpaHN4YeHnAd Ha UCrnoJib3oBaHWeE API, 3aBucsiLLne OT BaLLEero TapMd)HOFO nraHa.

1. Tlouck. YT1obbl OrpaHMuYnTb YUCIIO MOUCKOB, KOTOPbIE MOryT ObiTb BbIMNOMHEHbLI B
TeyeHune mecsaua, Shodan ncnonoayet query credits. OguH query credit ucnonb3yeTtcs
npuv NouUcke ¢ ncrnonb3oBaHnem unbTpoB, NMOO, Korga Bbl NepexoguTe ¢ NepBOu
CTpaHuUbl pe3ynbTaToB noucka. K npumepy, ecnu Bbl uuiete «apache», kpegutbl He
NCNONb3YITCH, enn Xe 3anpoc byaet Bnga «apache country:us», ucnonb3yetcs 1
KpeauT. Tak e, oavH KpeauT byaeT napacxonoBaH, ecnuv Bbl Nepenaete Ha BTOPYHO
CTpaHuLy Noboro 13 Bbilleyka3daHHbIX NOUCKOB.

2. CkaHupoBaHue. APl ckaHupoBaHWA Mo 3anpocy wucnonbdyeTt scan credits, 4ToObI
OrPaHMYnUTbL KONMMMYECTBO XOCTOB, KOTOpble Bbl MOXeTe nonpocutb Shodan
NpoCcKaHMpoBaTbk. Ha Kaxabin 3anpoc byaeT TpaTUTbCHA OAVH KpeauT.

3. CerteBble onoBelleHus. Yucno |IP-agpecoBs, 3a KOTOPLIMU MOXXHO CneauTb, UCMOMNb3YS
OonoBeLlleHnsa, orpaHunvyeHo Bawen noanuckon Ha APIl. Tonbko nonb3oBaTenu C
nnaTtHbiMK Tapudamun. Takxke, Bbl He MoXeTe HacTpouTb bonblie 100 onoBelweHnn Ha
aKKayHT.

BHuMmaHue: query credits n scan credits BoccTaHaBnMBaKlTCA B Hayane Kaxaoro
Mecaua.

[ lpeactaBneHne paceToB

daceTbl NpegocTaBNAT CBOAHY MHAOPMAaLMIO O KOHKPETHOW 06acTu MHTEePEeCyLEero Bac
OaHHepa. OuUNbTPbLI MNO3BONAIT CY3UTb pe3ynbTaTbl MOUCKA, B TO BpeMs Kak aceThl,

HanpPoTMB, NO3BONSKT YBUAETb pe3ynbTaThl usganeka, doopmupys Oonblyto KapTuHy. K
npumMepy, OCHOBHOM cauT Shodan wucnonb3yetr @aceTtbl, 4TOObI NpPeaocTaBUTH
CTaTUCTUYECKYIO MH(POPMAaLMIO B JIEBOW YacTu pe3ynbTaToB NOUCKa:
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TOF COUNTRIES

United States 430 B35

Germany 126,812
China 111,143
Russian Federation 101,453
Costa Rica 84 542

TOP QRGAMNLLATIONS

il E - = - = &S = S5 - S = - S S B S S S S - S S S - S S S S BB S OB B B BB S BN OB BB B B B BN BN BSOS B B B B B B

Abdicar Communications, S A. 28,500
OVH SAS 33,674
Cogent Communications 2T QBB
Korea Telecom 27 682
Thorn Communications 19,005

K ncnonb3oBaHuio OoCTyneH 6onbLlion crnnmcok daceTtoB (CM. npunoxeHue C), U, UCNonb3ys
API, Bbl MOXeTe KOHTpONMpoBaTh UHTEPECYIOLLME BaCc acnekTbl. Hanpumep, nouck port:22 u
dacet ssh.fingerprint B pe3ynbtate npeaoctaBat BaMm MHPoOpMaUUo, Kakne SSH-oTnevaTku
Yale Bcero BctpeyatTcs B VIHTepHeTe.

daceTbl 4acTo SABMAKOTCA OTNPaBHOW TOYKOW ONA UccneaoBaHuUsa npobnem B maclutabe
BCEMUPHON CeTu, Hanpumep, ayonuposanHue knwyen SSH, owmnbkm HeaobpoCOBECTHLIX
XOCTUHIr-NpoBangepos nnun 6pewun B ©e30nacHOCTU CETU Ha BCEU TEPPUTOPUM CTPAHbL.

Ha gaHHbIM MOMEHT dpaceTbl MOXHO UCMONb30BaTh TONMbKO U3 APl n nHTepgenca kKomaHgHoOM
cTpoku Shodan.
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Hayano paboThl

Bce npumepbl O6yayt nokasaHbl B Python, n npegnonaraertcs, 4TO y Bac €CTb OOCTYN K
KOMaHZHOW CTPOKe, XOTSA CYLLEeCTBYIOT OMONMoTekn 1 KnneHTbl Shodan, 4OCTYNHbIE Ha APYrnX

A3blKaX.

[1ns yctaHoBkM bubnnotekn Shodan gns Python, BeinonHUTE cneayoLwyo KoMaHay:

easy_install shodan

Ecnu y Bac yxe yctaHoBneHa oubnuoteka, n Bbl XOTUTE €€ 0OHOBUTbL, UCNOSIb3YNUTE KOMaHAY:

easy_1install -U shodan

NHnumnanmnsauums

[lepBasi Bellb, KOTOPYH 0bs3aTenbHO caenaTtb — 3T0 nHuumnanusayma APl Shodan:

import shodan
api = shodan.Shodan('YOUR API KEY')

[oe YOUR API KEY — 310 API kntoy Bawlero akkayHTta, KOTOpbIN Bbl MOXETe MONTyYUTb
30ecChb:

https://account.shodan.io

[lonck

Tenepb, korga Haw o6bekT APl HacTpoeH, Mbl FOTOBbI K MPOBEAEHUIO MOUCKA:

# Wrap the request in a try/ except block to catch errors
Ery:

# Search Shodan

results = api.search('apache')

# Show the results

print 'Results found: %s' % results['total']

for result in results|['matches']:
print 'IP: %s' % result['ip_str']
print result['data']
prEant !

except shodan.APIError, e:
print "Error: %s' % e

BbinonHsasa Koa, B NepBYO o4epenb Mbl UCMOMNb3YEM METO/ Shodan.search () AN OObEKTA api,
nony4yass B OTBET CfoBapb C pe3ynbratamun. 3aTeM Mbl BbiIBOAUM 00Llee KONMUYeCcTBO
NONYYEHHbIX pPe3ynbTaToB, W, KaK 3aBepllalowuni war, Mbl BO3BpallaemMca K Hadvany
pe3ynbTaToB N BbIBOAUM Ha 3KkpaH ux IP n 6aHHep. Kaxpgas cTpaHuua pesynbTaToB Noucka
coagepxut ao 100 pesynbTaTos.

ITa PYHKUMA MOXET BbldaTb HAM HaMHOro bonble nHdopmauun. HytTb HMXKE A npuBeany
COKpaLLEeHHbIN NpUMep crnoBaps, KOTOPbIX Mbl NONy4Yaem npu UCNonb30BaHWU Shodan.search:
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'total': 8669969,
'matches': [

|
'data': 'HTTP/1.0 200 OK\r\nDate: Mon, 08 Nov 2010 05:09:59
GMT\r\nSer..."',
'hostnames': ['pl4tln.de'],
'ip': 3579573318,
p stk 89,110 147 ,2391
'os': 'FreeBSD 4.4"',
‘port": 88,
'"timestamp': '2014-01-15T05:49:56.283713"
}s

CMDTDH npunoxeHume A O1A TOro, 4YTOObI NMPOCMOTPETb NOSTHbIA CNUCOK CBOUCTB, KOTOpPbIE
MOXET CO4EpPXKaTb GaHHep.

BHMMaHMe: No ymonyaHuto, HekoTopble bonblumne nonga 6aHHep, Takmx kak «htmly», ycekatoTtes,
4YTOObI YMEHbBLUMTL UCMNONb30BaHNE NPOMYCKHOM CMOCOOHOCTU. ECnu Bbl XOTUTE NONyYaThb BCHO
NHOpPMaUNIO, MNPOCTO OTKMKYMTE JITOT napameTp, BBeAA minify=False. Hanpumep,
crnenyoLwmi 3anpoc Ans noucka aHoHUMHbIX VNC-cnyx6 rapaHTUpyeT, YTo Bbl MONy4YMUTE Kak
OTBET Ha Heé MakcumarbHO NoapobHYH MHOPMaLUIO:

results = api.search('has_screenshot:true', minify=False)

Takxe pekomeHayeTcsa 0obeanHATb Bce 3anpocbkl APl B npeanoxeHuun try/except, nockonbky
nwobdaa owwunbka 6yaeT Bbi3biBaTb UCKIKYEHUS U OCTAHOBKY pabdoTbl. HoO, 4TOObI He
neperpyxaTtb Hac UHpopmauuen, s1 He byay B 3TO BAaBaTbLCA.

CKDHI'IT BbilUEe NpegocraBnUT HaM pe3dylibTaTbl TOJIBKO C HEDBDH CTPpaHULUDbI. YT06bI Mbl MOrNK
YBUOETb BTOPYHO UMK nocneayrwne CTpaHmubl, HBOﬁXOﬂ,MMO NCNoJib30BaATb MNMNapaMeTp page
NP BbIMNOJTHEHWK 3aNnpocCa.

results = api.search('apache', page=2)

nun ke, ecnu Bbl XOTUTE npPoNncCtatb BCe BO3MOXHbIE pe3dylibTaTtbl, €CTb O4WH CHOCOG,
I{OTOprI;I caeriaeT Bawy XU3Hb MNnpoLue. OTO search_cursor():

for banner in api.search_cursor('apache'):
print(banner['ip_str']) # Print out the IP address for each banner)

Ba)HO: 3TOT napameTp ﬁy,EI,ET AaBaTb OTKIIMK TOJ1IbKO B BUAE ﬁaHHepos, N HE MNO3BOJIAET
NCIMOJ1Ib30BAaTb dDEiCETbI. MCI'IDJ'II::SYHTE €ro TOJ1IbKO AA NPOoJyINnCTbiIBaHNA PE3YIbTAaTOB.




[lonck Ha xocTe

Utobbl onpegenutb, 4Yto Shodan MoXeT HamTuM Ha KOHKpeTHOM |P-agpece, Mbl MOXeMm
Mcnonb3oBaTb YHKLUMKO Shodan.host():

# Lookup the host
host = api.host('217.140.75.46")

# Print general 1info
pring "U
IP: %s
Organization: %s
Operating System: %s
i % (host['ip.str']s hostopget('org's "nfa'); hostu.get('os'; "nja'))

# Print all banners
for item in host['data']:
pr--l*r.lt mmnn
Port: %s
Banner: %s
"% (item['port'], ditem['data'])

[1o ymon4yanuto, Shodan byaeTt BbIBOAUTL TOSMBbKO TY MHAOPMAaLMIO NO XOCTY, KOTopasa cobpaHa
COBCEM HeaaBHO. YTobObl NpoCcMOTPETL NOSHY nctoputo IP-agpeca, nucnons3dymnte napameTp
history. Hanpumep, 3anpoc:

host = api.host('217.140.75.46', history=True)

BbligacT B OTBET BCe SaHHepbl, BKJTHOY4aA Cﬂy}l{ﬁbl, KOTOpPLIE bonblle He aKTUBHbI HA JAaHHOM
XOCTe.

CKaHunpoBaHue

Shodan ckaHupyeT MHTEPHET Kak MUHUMYM pa3 B MECsL, HO ecn BaM He0BXoaMMo 3arnpocuTb
ero NpockaHMpoBaTb CETb HEMELJIEHHO, Bbl MOXeTe caenaTtb 3TO, UCMOoNb3yd BO3MOXHOCTb
AP| «ckaHupoBaHue no TpeboBaHuo» (on-demand scanning).

B oTnuyne ot ckaHUMpoBaHUS MHCTPYMEHTOM, Takoro kak, K npumepy, NMap, ckaHnpoBaHue
Shodan nponcxognT aCUHXPOHHO. OTO 3HAYMUT, YTO NOCHEe TOro, Kak Bbl OTNPaBnseTe 3anpoc
B Shodan, Bbl He nony4yuTe pesynbraTbl HemeaneHHo. Ha aTom aTane pa3paboTyunk pewaer,
Kak MMeHHO cobupaTb MHpopMauuto: uccnenys aaHHole |P-agpeca, BbINOMHASA MOUCK MO
Shodan nubo noakn4yasicb K XXUBOMY MNOTOKY AaHHbIX. WHTepdenc KoMaHOHOWU CTPOKU
Shodan co3gaéeT BpeMeHHOEe OroBeLleHWe CeTu Nocne UHUuuuanum3aumm ckKaHupoBaHUA, a
3aTeM XOET pe3ynbTaToB, KOTOPLIE NPUAYT B MNOTOKE AaHHbIX.

scan = api.scan('198.20.69.0/24")
Takke, BOSMOXHO caenaTthb 3arnpoc Ha CKaHunpoBaHWe CrUCKa ceTeun, npegocrtaBunB CINCOK

appecosB B CIDR-HoTayuu:

scan = api.scan(['198.20.49.30', '198.20.74.0/24'])
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[locne npuema 3anpoca Ha ckaHupoBaHue, APl BepHeT crneaytoLwyo MHopmMaLuuio:

{
'id': 'R2XRT5HH6X67PFAB',

“count': 1.,
'credits_left': 5119

NHcTpymeHT APl npegoctaBuT yHUKanNbHbIM UOEHTUUKATOP (id), KOTOPbLIXN Bbl MOXETE
MCMONb30BaTb B LUENAX cnexeHusa, obuwee 4ucno (count) IP-agpecoB, MNPUHATBLIX Ha
CKaHMpoBaHue, N octaTtok scan credits (credits_left).

[1OTOK AAHHbIX B peaJyibHOM BpeEMEHNU

Streaming API| ato cnyxba, ocHoBaHHas Ha HTTP, kotopas BblAaeT B peanbHOM BpPEMEHMU
OTKINUK B BMAE NOTOKa AaHHbIX, cobupaembix Shodan. Hukakne BO3MOXHOCTMU NMoucka 3aech
He OOCTYMNHbI, 3TO NULLUb NIeHTa, COCTOSALWas N3 BCeX AaHHbIX, KOTOpble cODUpatoT CKaHepbl.

Hanpumep, aTO CKpUNT, KOTOPbLIA BbiBeAEeT NOTOK OaHHEepOB OT YCTPOWCTB, YA3BUMbIX OIS
FREAK (CVE-2015-0204):

def has_vuln(banner, vuln):
if 'vulns' in banner['opts'] and vuln in banner['opts']['vulns']:
return True
return False

for banner in api.stream.banners():
if has_vuln(banner, 'CVE-2015-0204'):
print banner

UToObI cOepeyb NPOCTPaHCTBO U NMPOMYCKHYK CNOCODHOCTb, MHOXXECTBO CBOMUCTB B DaHHepe
ABMAKTCA onuuoHanbHbiIMKU. YTOObLI caenatb padboTy ¢ HUMKW Bonee nNpocTon, nydlle
00beaunHUTbL OOCTYN K CBOMCTBaAM B OAHY (byHKUMIO. B npumepe Bbille, MEeTod has_vuln()
npoBepsieT, ya3smuma nu cnyxba kK npegoctasneHHon CVE nnu Her.

BHumanue: Tapudbl APl ctaHgapTHOro nnaHa vMmerT goctyn nuwb K 1% noToka
AaHHbIX. [ToNHbIM AOCTYN OTKPLIT NULLbL NOKyNnaTensam nuueH3nn gaHHbiX (data license).

CeTeBble ONoBeLLEHUS

Takme onoBelleHUs — 3TO NEHTa AaHHbIX pearibHOro BpemeHun, cobupaemass Shodan gns
onpeaenéHHoro ceTeBoro AgnanasoHa. Ytobbl Ha4aTb paboTy C HUMKU, HYXKHO BbINOSTHUTL [Ba
wara:

Co3pnaHne ceTeBOro OonoBeLLEeHUS

UT00ObI CcO3aaThb OnoBeLlleHne, Bam HY>KHO MNMPeANOoCTaBUTb name U network range. Nms OOJ1XKHO
ObITb NOACHSAKLWMM, YTODObI Bbl 3HANM 3a YeM cnegnt AaHHOE onoBeweHne, Ui >Ke npuyYnHy
ero cosfaHue.

alert = api.create_alert('Production network', '198.20.69.0/24"'")
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Kak 1 B MeToae scan(), Bbl TaK Xe npenocrtaeiideTe CrmMcoK ceTeBbliX ANana3OoHOB MOHUTOPY.

alert = api.create_alert('Production and Staging network', [
'198.20.69.6/24"',
'198.20.70.0/24",

1)

BHUMaHMe: C MNOMOLLbK CEeTEeBbIX OMOBELWEHNN MOXHO CcneguTb TOMbKO 3a
orpaHn4YeHHbIM Ynucnom |IP, n obliee YMcno Takux ornoBELLEHUN AN aKKayHTa He MOXeT
npesbiwaTtb 100.

,D,GCTE]TGHHG noJsieaHad BeEllb TMpuU I{OMEMHMDGBHHHM OMoBELLEHUN U CKaHMpoBaHMN — 3TO
YCTaHOBUTb BPeEMA UCTEHEHNA ONOBELLEHUA.

alert = api.create_alert('Temporary alert', '198.20.69.0/24', expires=60)

OnoBelleHne, NpBeaEHHOE Bblle, byaeT akTnBHO 60 cekyHa, a 3aTemM byaeT OTKIHYEHO, U
He MOXeT BonbLle UCMOoSb30BaTbLCS.

[locne ycnewHoro co3gaHusa onoseleHusa, AP| BbigacTt cnegytollee:

{
"name": "Production network",
"created": "2015-10-17T0P8:13:58.924581",
"expires": 0,
"expiration": null,
YTrlters*s: o
"Ip": ["198.20.69.0/24"]
}s
"id": "EPGWQG5GEELV4799",
"size": 256
¥
[lognuncka

[locne TOro, Kak ornoselleHune BbINo cOo34aHO, OHO ToTOBO K MUCNOJIb30OBAHWKO B BUAE MNMOTOKA
OaHHbIX O51A CETH.

for banner in api.stream.alert(alert['id']):
print banner

Kak u B cTaHOapTHOM NOTOKE AaHHbIX, METOA alert() NPeOOCTaABASAET UTepaTtop, rae Kaxabln
3NeMeHT siBnsieTca 6aHHEepoM, Tak Kak OH cobupaeTcsa ckaHepamun Shodan. EAMHCTBEHHbIM
apryMeHToM, KOTOpbIn TpebyeT 3TOT MeTod — 3TO naeHtudpukatop onoseweHus (alert ID),
KOTOPbIX Mbl NOSTYYUIN NPU CO34aHUN CETEBOIO OMNMOBELLEHUS.

Micnonb3oBaHne nHTepdenca kKomaHaHoOM CTPoKkK Shodan

30ecb Mbl KOPOTKO WM3Y4YMM, KakK MOXHO BbINONHUTL kog Python, ncnonb3ys Shodan CLI.
HayHeMm c yganeHuns Bcex CyLLeCTBYHOLLMX OMOBELLEHUN:




BHAMAHUE!

KomaHpa clear yaannuT BCe ornoeeweHnAd, CO3aHHbl€ Ha aKKayHTe.

S shodan alert clear
Removing Scan: 198.20.69.0/24 (ZFPSZCYUKVZLUT4F)
Alerts deleted

Tenepb HYXHO YGE,EI,HTI:CH, 4YTO HE OCTanoChb OMNOBELUEHUN:

$ shodan alert list
You haven't created any alerts yet.

TEI']E[JI:: — CO3[aEeM HOBOE OnoBeLleHue:

S shodan alert create "Temporary alert" 198.20.69.0/24

Successfully created network alert!
Alert ID: ODMD34NFPLJBRSTC

[locnegHwun war — 3To nognncka Ha onoBeLLeHne u COXpaHEHWNE OaHHbIX, NMOJTYHEHHbIX OT HETO.

UToObl BbIBECTU 3TU  [daHHble TMOTOKOM, BBOAMM WAEHTUMUKATOP OMNOBELLEHUS
ODMD34NFPLJBRSTC B koMmaHgy stream.

S mkdir alert-data
S shodan stream --alert=0DMD34NFPLJBRSTC --datadir=alert-data

KomaHoon Bbilwe Mbl MPUHMMAEM MOTOK [AOaHHbIX OnoBeWeHUA C WUOAEHTUPUKATOPOM
ODMD34NFPLJBRSTC un coxpaHsaem ux B nanky c Ha3BaHuem alert-data. Kaxxgbiv geHb B
9TOMN nanke OyaeT reHepupoBaTbCA HOBbIM baun, coaepxawun 6aHHepbl, cobpaHHble 3a
NeHb. To ecTb, HAM He HY)XHO BecnokouTbCcHa O poTtauun annos, KomaHga stream coenaet
9TO 3a Hac. Hepes HeCKonbKo AHeun nanka dyaeT BolrmsaaeTb Tak:

$ ls alert-data

2016-06-05.json.gz
2016-06-06.json.gz
2016-06-07.json.gz

[Mpumep: nydbnnyHble gaHHble MongoDB

MongoDB — ato nonynsipHasi 6a3a gaHHbix NOSQL, n B Te4eHun AnnTenbHOro BPEMEHU OHa
He TpeboBana HWUKakon ayTeHTUdUKaumn. 3TO NPUBENO K TOMY, YTO MHOMMe 3K3eMnnsapsbl
MongoDB 6binun nybnnyHo aocTynHbl B MHTepHeTe. Shodan 3axBaTtbiBaeT baHHepL! 3TUX 6a3
OaHHbIX, KOTOpble cogepXaT MHOXeCcTBO MHdopmaunm ob obbekTtax BHYTpM 6a3. Hmxe mMbl
BUOUM OTPbIBOK U3 Takoro 6aHHepa:

MongoDB Server Information

i

"ok™: 1.8,

"tokumxAuditVersion": "unknown",
“bits's 64,

"tokukvVersion": "unknown",
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"tokumxVersion": "2.0.2",

"javascriptEngine": "vV8",
"version": "2.4.10",
"versionArray": |

2:'

4.‘-'

10,

0

1,
"debug'": false,

"compilerFlags'": "-fPIC -fno-strict-aliasing -ggdb -Wall -Wsign-compare -Wno\
-unknown-pragmas -Winvalid-pch -pipe -Wnon-virtual-dtor -Woverloaded-virtual -Wn\
o-unused-local-typedefs -fno-builtin-memcmp -03",

"maxBsonObjectSize": 16777216,

"sysInfo'": "Linux vps-vivid-x64-04 2.6.32-042stabl06.6 #1 SMP Mon Apr 20 14:\
48:47 MSK 2015 x86_64 x86_64 x86_64 GNU/Linux BOOST_LIB_VERSION=1_55",

"loaderFlags'": " ",

"gitVersion": "unknown"

Iy

B obwunx yeptax, 6aHHep coctouT n3 xagepa «MongoDB Server Information», 3a KoTOpbIM
cneaytot 3 obbekta JSON, pasgeneHHble 3anaTtbiMWU. baHHep OygeT coaepxaTb B cebe
«authentication enabled», ecnu cepBep TpebyeT BBeAeHUA YYETHbLIX AaHHbIX. KaxXablh 0O BbEKT
JSON cogepxut pasnuyHyo nHopmauuio o base OaHHbIX, U § PEKOMEHAOYH BaM U3Y4YUTb
nonHel 6aHHep Ha Shodan (nNpegynpexaato, OH OMeHb ANMMHHLIN), BINOSTHUB TakoW 3anpoc:

product:MongoDB metrics

BHMMaHME: NOUCKOBLIN TEPMUH metricS rapaHTUpyeT, YTO Mbl MNONYYUM TOSIbKO TE
akzemnnapbl MongoDB, koTopble He TpebyloT ayTeHTUnkaunn.

Tenepb MOXHO UCMoOSib3oBaTb 3TOT BaHHep, YTOOLI onpeaennTb, Kakme nMmeHa 0a3 OaHHbIX
Hanbonee nonynsapHbl, U HACKONbKO MHOr0 [AaHHbIX HaXOAUTCS B OTKPbITOM AOCTYyrne B
nHTepHeTe! Haw padovnn npouecc 6yaeT BbIrMsaaeTh Tak:

1. CkayaTtb Bce 6aHHepbl MongoDB
2. ObpaboTatb ckavaHHbIM hann n BeiBecTn 10 Hanboree 4YacTo BCTpeYarLmxcs MMEH
6a3 gaHHbIX 1 00WKMMN 06 BEM AaHHbIX

Cka4aTb JaHHble OCTAaTOYHO NMPOCTO, UCMONb3ya MHTEPdENC KoMaHOHOW CTPOKKM Shodan:

shodan download --limit -1 mongodb-servers.json.gz product:mongodb

KomaHaa Bbllle AaeT YCTaHOBKY ckadvaTb Bce pedynbTaTthl (=-limit -1) Ansa nonckoBoro 3anpoca
product:mongodb B dawn ¢ nmeHem mongodb-servers.json.gz. Takke, Bbl MOXETE
ckayaTb pesynbTaT KomMaHabl U3 pasgena Extras kHurm Ha Leanpub. Tenepb HamMm HyXXeH
npocton Python-ckpunt ans obpaboTkn dpanna gaHHbix Shodan. YTobbl npocTeiM cnocobom
nepebpaTtb Bce pe3ynbTaTthl B danne, ucnonbdyem metoa shodan.helpers.iterate files():

import shodan.helpers as helpers
import sys

# The datafile 1s the 1st argument to the command
datafile = sys.argv[1l]

for banner in helpers.iterate_files(datafile):
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# Now we have the banner

[TockonbKy kaxgbih 6aHHep — 3910 3anucb JSON ¢ gobaBneHHbIM X3OepoM, OaBauTe
obpaboTaem 6aHHep B pogHown cnoBapb Python, ncnonesysa 6ubnuoteky simplejson:

# Strip out the MongoDB header added by Shodan
data = banner['data'].replace('MongoDB Server Information\n', '').split('\n},\n"\

) [2]

# Load the database information
data = simplejson.loads(data + '}')

[locnegHun wWar, YTO HaM ocTanca — 3T0 npoaoJNKatb ClieXXeHUe 3a OGUJ,HM BblJ10>KEHHbBIM
0bbEMOM AdHHbIX 1 CaMbIMX UCMOJIb3yeMbIMX MMEHAMK ba3 AOaHHbIX:

total data = 0
databases = collections.defaultdict(int)

# Then in the loop
# Keep track of how much data 1is publicly accessible
total_data += data['totalSize']

# Keep track of which database names are most common
for db 1n data|'databases']:
databases[db['name']] += 1

B Python ectb nonesHbin knacc collections.defaultdict, koTopbi aBTOMaTt4ecku cosgaeT
CTaHOapTHOE 3Ha4YeHue Krro4va croBapsi, ECrv TakoBbIM He cyllecTBYeT. 1 HamM HY>XHO TOJbKO
nony4ynTb goctyn K ceonctBam MongoDB-baHHepa totalSize n databases, 4TobObl noNy4nTH
Heobxogmmyto Ham uHdopmMauu. HakoHel, HY)XHO TMPOCTO BbIBECTU aKTyallbHble
pe3ynbTaThl:

print('Total: {}'.format(humanize_bytes(total_data)))

counter = 1
for name, count in sorted(databases.iteritems(), key=operator.itemgetter(l), rev\
erse=True)[:10]:

print('#{I\t{}: {}'.format(counter, name, count))

counter += 1

OTON KOMaHOOWM cHavana BbIBOAUTCA OOLWMEe KOMMYEeCTBO [AOCTYMHbIX AdaHHbIX, U Mbl
ncnosnb3dyem metog humanize bytes(), 4Tobbl KOHBEPTUPOBATL HANTLI B YENOBEKOYNTAEMbIN
doopmat GB/ MB/ n tak panee. 3atem mbl copTupyem databases B obpaTHOM nopsgke no
KONnM4yecTtBy pas3, kKoraa OblNo 3aMedyeHO onpegeneHHoe wuma  6as3bl OaHHbIX
(key=operator.itemgetter(1)) n nony4yaem 10 nepsbix pe3ynbtatos ([:10]).

Hwke npuBeaeH CKPUNT LENMMKOM, KOTOPbIU YuTaeT panl 4aHHbIX Shodan v aHanu3upyet
B6aHHep:




import collections

import operator

import shodan.helpers as helpers
import sys

import simplejson

def humanize_bytes(bytes, precision=1):
"""Return a humanized string representation of a number of bytes.

Assumes from __future__ 1import division .

>>> humanize_bytes(1)
'l byte'
>>> humanize_bytes(1024)
'1.0 kB'
>>> humanize_bytes(1024*123)
'123.0 kB'
>>> humanize_bytes(1024*12342)
"12.1 NB'
>>> humanize_bytes(1024%12342,2)
'12.05 MB*
>>> humanize_bytes(1024*1234,2)
'1.21 MB'
>>> humanize_bytes(1024*1234*1111,2)
'1.31 GB'
>>> humanize_bytes(1024*1234*1111,1)
1.3 68
mirm
abbrevs = (
(1<<58L, "P8").
(1<<40L, 'TB'),
(1<<36L, 'GB'),
(1<<28L, 'MB'),
(1<<1eL, 'kB'),
(1, 'bytes')
)
it bytes == 1:
return 'l byte'
for factor, suffix in abbrevs:
if bytes >= factor:
break
return '%.*f %s' % (precision, bytes / factor, suffix)
total_data = 0
databases = collections.defaultdict(int)
for banner in helpers.iterate_files(sys.argv[1l]):
try:
# Strip out the MongoDB header added by Shodan
data = banner['data'].replace('MongoDB Server Information\n',

waesplitly "Xnlaant) [2]

# Load the database information
data = simplejson.loads(data + '}')

# Keep track of how much data is publicly accessible
total_data += data['totalSize']

# Keep track of which database names are most common
for db 1in datal'databases']:
databases[db['name']] += 1
except Exception, e:
pass

print('Total: {}'.format(humanize_bytes(total_data)))
CTp. 46




counter = 1
for name, count in sorted(databases.iteritems(), key=operator.itemgetter(l), rev\
erse=True)[:10]:

praint('#{}\t{}: {}'.format(counter, name, count))

counter += 1

3peck Mbl BUAMM obpasel, MHhopmaLuumy, KOTOPYIO BbIAAET CKPUIT:

Total: 1.8 PB

#1 local: 85845

#2 admin: 67648

#3 test: 24983

#4 S: B5lZl

#5 config: 4329

#6 proxy: 2045

#T research: 2007

#8 seolib_new: 2001
#9 traditional: 1998

#10 simplified: 1998
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[lpakTnyeckue ynpaxHeHusa: Shodan API

YnpaxHeHue 1

HanunwuTte CKPpUNT OAnA CnexeHumAd 3a CeTbio, UCINOJIb3y4A Shodan u BblIWNUTE onoeeweHunA

YnpaxHeHue 2

Hanuwute ckpunT AN BbIrPY3KW NocrneaHux n3obpaxkeHun B nanky

[oackaska: nsobpaxeHusa 3awmndpoBaHbl C UCronb3oBaHMeM base64. Python moxeTt
C NEerkocTbio AeKoanpoBaTth UX B ABOUYHbLIU KOA UCMNONb3YA:
image_string.decode('baset4’)
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[IlpOMbILWLIEHHbIE CUCTEMbI YNpaBleHUs

Ecnn KOpoTKO, NpOMbIWNEHHbIE cucTeMbl yrnpasneHusa (ICS) - 3To KOMNbIOTEPLI, KOTOPLIE
KOHTPONMUPYIOT oKpyxawwmnu mup. OHKM OTBEeYaloT 3a ynpasiieHne KoHguuMoHepamMmuy B Ballem
othuce, TypbMHaAMM Ha INEKTPOCTaHUMM B BallEM ropoae, OCBELUEHWEM B TeaTpe unu
poboTamun Ha 3aBofe.

MccnepoBanus, nposeneHHble ¢ 2012 no 2014 rogbl Project SHINE (SHodan INtelligence
Extraction), 4eTko ykasbiBalT, 4TO B VIHTEepHeTe cyLlecTByeT He MeHee 2 MWUITTMOHOB
obLeaoCTYNHbLIX YCTPOWUCTB, KOTOpbIe Hanpsamyto cBs3aHbl ¢ ICS. [epBblM nakeT AaHHbIX,
cogepxawmn 500 000 yctponcte ICS, 66111 oTnpasneH B 2012 rogy B ICS-CERT. ICS-CERT
onpenenun, 4to npumepHo 7 200 n3 500 000 Beinm nopaxeHsl. 1 ¢ TpeboBaHNEM YBENUYUTL
KOJSTNYECTBO CBHA3EN MeXAy BCEMU YCTPOMCTBaAMMU, 3TO YUCIIO OXunaaemo byaet pactu. bbeinu
NPEanPUHATBLI MOMbITKM 3alWUTUTL 3TU YCTPOWUCTBA, OTKIIKOYMB UX OT CEeTU UMK UCNpaBuB
HedoCTaTku, HO 3Ta npobrnema okasanacb AO0BOMbHO CIIOXKHOW, U HE MMEKLEN NPOCTbIX
peLleHnn.

Obwme abbpeBnaTypbl

[lepen TeM, Kak nepenTn K NpoTokosiam U MHpopmMmauum 0 TOM, Kak HauTK yctpouctea ICS,
none3Ho byaeT y3HaTb, YTO 3Ha4YaT HEKOTOPbIE COKPaLLEHUS:

BMS (Building Management System) Cuctema ynpasfieHUsa 3gaHuem

DCS (Distributed Control System) PacnpenenéHHas cuctema ynpaBrieHus
HMI (Human Machine Interface) YenoBeKko-MaluMHHbLIW NHTEPMdENC

ICS (Industrial Control System) [NpoMbILLNEHHAs CUCTEMA YrNpaBeHns

PLU (Programmable Logic Controller) [Mporpammupyembi NIOrMYeCcKnit KOHTponnep
RTU (Remote Terminal Unit) YCTPOWUCTBO CBSI3U C OO BEKTOM

SCADA (Supervisory Control and Data Acquisition) [NpunoxeHue ICS (cMOTpU runepccebInky)
VNC (Virtual Network Computing) YaaneHHbln goctyn K pabovemy cTtony

*npum. nepesood4yuka: 0an ccolaku Ha ece abbpesuamypel, 018 bosee NoaAHO020 MOHUMAHUA OMUCAHHbIX MepMUHO8

[ lpOoTOKONbI

EcTb OBa PA3HbIX cnocoba M,D,EHTM(IJMKEILIHH CUCTEM YNpaBJieHNA B UHTEPHETE.

[TpoTokonbl Non-ICS, ncnonb3syemsie B okpyXeHun ICS

bonbLKMHCTBO pedynbTaTtoB ICS B Shodan obHapyXuBaroTcs nyTemMm noucka seb-cepBepoB Unm
OPYrMx 4acTo UCNoJib3yeMbiX NPOTOKONOB, KOTOPbIe HanpsaAMylo He cBA3aHbl ¢ ICS, HO moryT
oTobpaxaTbCH B UX CETW.

Hanpumep: Beb-cepBep, paboTtatowmm Ha HMI nnm komnbrotepe noa ynpasneHnem Windows,
Ha KOTOpPOM npu noakntoyeHum K ICS 6e3 kakon-nnbo aBTopu3aumnmn 3anyckaeTcs NPpUnoXxeHue
yaaneHHoro paboyero crona. 3Ty NPOTOKONbLI NPeAOoCTaBNAT BaM BU3yanoHbin Bug ICS, HO
06bI4HO (hopmMa ayTeHTUdUKaUum BCE-Taku NPUCYTCTBYET.
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N3o06paxeHue Bbilwe — 310 HMI ana gsuratens BeicTaBneHHbln B ceTb coeanHeHnem VNC 6e3
ayTeHTudukaummn, HangeHHoe ¢ NoOMOLLbI 13obpaxeHun Shodan.

[TpoTokonbl ICS

OTO HeobpaboTaHHblIe NPOTOKOMbI, KOTOPbIE UCMOMNbL3YIOTCA CUCTEMaMK ynpaBleHnsa. Kaxabin
npotokon ICS umeeT cBon COBCTBEHHbLIN YHUKaNbHbIN BaHHEep, HO Y HUX eCTb OdHa obLas
yepTa: OHU He TPeOdYKT HUKAKOW ayTeHTudukaumm. ITO O3HaA4YaeT, YTO ecnn y Bac eCTb
yaaneHHbl O0CTyn K MNPOMbILWIIEHHOMY YCTPOUCTBY, Y Bac TakKkKe €CTb BO3MOXHOCTb
NPOU3BOSIbHO CYUTATb YUTaTb W M3MEHATb 3TOT npoTokon. OaHako HeobpaboTaHHble
npoTokonbl ICS 06blMHO nponpueTapHbl U OOCTAaTOMHO CIIOXHbLI B paspabotke. U3 aToro
cnenyeT, YTo NPOBEpUTb, NoaaepXxueaeT nu yctponcteo npotokon ICS ¢ ncnonb3oBaHnem
Shodan He cocTtaBuT npobnemsbl, HO peanbHO B3auMOAENCTBOBATb C CUCTEMON YyrpaBneHus —
BecbMa TpyaHasa 3agada. baHHep Huxke onuckiBaeTt PLC Siemens S7. Ctout obpaTtutb
BHMMaHWe, YTO OH COAEPKUT MHOro nogpobHom nHdopmaunm ob yCTponcTee, BKITHOYAA €ro
CEPUNHbLIN HOMEP U MECTONMONOXEHUE:
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3awuTta ICS, coeAnHEHHbIX C UHTEPHETOM

bonbwnHcTBO BaHHepoB ICS He coaepXaT MHpopMaLMM O MECTOPACMNONOXEHUN YCTPOMUCTBA
N O BNagenble CUCTeMbl YynpasfieHUs. IJTO OenaeT Ype3MEpPHO CIOXHbIM 3aluuTy
YCTPOUCTBA N ABMAETCA OAHOMU U3 OCHOBHbIX MPUYMH TOrO, YTO OHU HaxoOATCHA B CETU eLle
rogbl Nocrne nccrnegoBaHum Ha UX YA3BUMOCTD.

Ecnn Bbl 0OHapyxmute cucTemMy yrnpasneHus, KoTopash BbIrMAAUT KpalHe BaXXHOW,
NPUHAANEXUT rocygapcTBy UK NO APYron NpuYnHe He OorKHa ObiTb OHMawmH, NoXanywncta,
coobwmte ICS-CERT.

Cnyqam NCMNOJ1b30BaAHUA

HOoctyn k ICS ana CLWA

Ldonyctnm, BamM NOpPy4YeEHO MOAroTOBUTL KPATKYyK MNpe3eHTauud O puckax MpoMbILLUNIEHHbIX
cuctem ynpasneHus ans CLUA. [Ina Havana paboTbl, cHavyana Heob6xoaumMmo nony4nTb obLlee
npeacraBneHne o0 Takux YCTPpoUCcTBax, MCNonb3ya OCHOBHOW canT Shodan:

https://www.shodan.io/search?query=cateqgory%3Aics17

B pesynbtate Mbl Nony4yuMmMm CNUCOK BCEX YCTPOWCTB, UCNONb3ywwux npoTtokonbel ICS B
NHTepHeTe. OgHako, cyLLecTBYET MHOXECTBO Beb-cepBepoB 1 Apyrux npotokonos (SSH, FTP
N Tak ganee), Kotopble paboTalT Ha TeX Xe nopTtax, YTO M MPOMbILLIIEHHbIE CUCTEMbI
ynpasneHns. 3HauuT, cneayroLwmm warom Ham Heobxoanmo byaeTt nx otdounbTPoBaThb:

https://www.shodan.io/search?query=cateqory%3Aics+-http+-html+-ssh+-ident18

BHumanue: Ecnu Bbl obnagaete [O0CTYNOM YPOBHA enterprise, Bbl MOXeETe
“cnonb3oBaTh tag:ics BMECTO yKasdaHHOro Bbille NMOUCKOBOro 3anpoca.

Tenepb y HaAac ecTb OTPUIBTPOBAHHBIN CMUCOK YCTPOUCTB C 3anyLleHHbIM1 Hebe3onacHbIMu
npotokonamu ICS. lNockonbKy npeseHTaunsa cpokycuposaHa Ha yctpoucteax B CLUA, HyxHO
CY3UTb AMana3oH pe3ynbTaTtoB A0 amepukaHckux |IP-aapecos:

LR, o




https://www.shodan.io/search?query=category%3Aics+-http+-html+-ssh+-
ident+country%3Aus19

UTOObI NONYy4YUTb MOMHbLIN 0D30pP AaHHbLIX U HECKONbKO AuarpaMmm Ana pabdoTbl C HUMKU, Mbl
MOXEeM co3gaTb becnnartHbli_OTYeT. DTOT War Aact HaMm npeacraBfieHMe O TOM, Kakue
npoTtokosnbl ICS CLUA BUAHbI B UHTEPHETE:
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Tridium Fox Modbus OMRON FINS General Electric SRTP Red Lion Tridium Fox + SSL Siemens ST DNP3
BACnet EtherNetiP ProConQOS Mitsubishi MELSEC-Q PCWorx Codesys HART-IP IEC-104

[lpoTtokon Tridium Fox, wucnonb3yemblin WHPpacTpyktypon Niagara, aABNdeTca CaMbiM
nonynapHeiM npoTtokonom ICS B CLUA, 4yTb MeHbLyo nonynapHocTe umeroT BACnet u
Modbus. Nony4yeHHble AaHHbIEe NOKa3bIBAOT HaM, YTO DONbLUMHCTBO AOCTYMHbIX YCTPOUCTB -
310 BMS, koTOpble ucnonb3ytca B oducax, Ha dabpukax, Ha cTaguoHax, B ayauTopusix u
NPOYNX YUpEXOEeHUSIX.

BbilwenpuBeaeHHaa guarpaMmma bbina coxpaHeHa B Buae usobpaxeHusa ¢ nomoulbio Nimbus
Screen Capture B Firefox; Takke Bbl MOXeTe MCcnonb3oBaTb nnarnH Awesome Screenshot
Minus ana Chrome.

B aTOM OTYETE TakXkKe npocnexuBaeTcs oCHOBHas npobrnema c ICS B MHTEpHETE: 3TO TO, YTO
BONbLUIMHCTBO U3 HUX paboTaloT B MODUMBHbLIX CETAX. ATO KpanHe 3aTpyaHSET OTCnexuBaHue
N 3aLUUTY 3TUX YCTPOMUCTB.
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Ha aTom aTane, gaHHbIE TOBOPAT HAM O TOM, YTO:

1. EcTb kak MuHumym 65,000 ICS B uHTepHeTe, ¢ AOCTynoM K HeobpaboTaHHOMY
nHTEpdency 6e3 ayTeHTUdukaumm

2. [MpumepHo nonosuHa n3 HMXx (~31,000) Haxoautca B CLLUA

3. BMS - 310 Hanbonee pacnpocTtpaHEéHHble cuctembl ICS

4. BonbWMHCTBO cuCcTEM paboTaloT B MOOUSBHbIX CETAX

YTo YyuTaTh AanbLue:

1. OnpepneneHve YCTPOUCTB, OOpaLLEHHbLIX B WHTEPHET C NOMOLbK NporpaMmmMHON
nHdopmaumm PLC.

2. CneumanbHasa nybnukaumsa NIST. PykoBoactBo no 6e30nacHOCTU NPOMbILLIIEHHbIX
cucTem 6e3onacHOCTMU.

3. KonuyectBeHHass oueHKa W Budyanusauns obrnacterM artak Ha NpPOMbILUIEHHbIE

CUCTEMBI.

LTRad




OnpegeneHne Honeypot'os

Honeypotbl (nanee — npuMaHKu, npum. nepesodyuxa) CTAHOBATCHA Bce Gonee Mcnonb3yeMbiM U
NONEe3HbIM UHCTPYMEHTOM AN NOHUMaHUSA Lenen niogen, aTakyLlwmux UHTepHeT-cUcTeMsbl. 3a
nepuo ceoein paboTbl B AaHHoW cdepe, 9 BUAEn MHOXECTBO HenpaBUNbHO HACTPOEHHbIX
MPMMAaHOK NPy CKaHUPOBaHUN BCEMUPHOM CETU, N BOT HECKOSIbKO COBETOB, KOTOPbLIMU S XO4Y
NoAEennTbCs, 4TOObI Bbl MO pacrno3HaTb NPUMaHKY 1 n3bexaTtb onboK Npy nx HacTpPouKe.

Y10 Xe Takoe Honeypot?

OTO cneuuanbHO HACTPOEHHOE YCTPOWUCTBO, KOTOpPOe BblgaeT cebsa 3a [apyroe,
npeaHasHa4yeHHoe Ansd OTCMeXUBaHUA MU 3arnucu CEeTEeBOU aKTMBHOCTU. B crnyyae cuctem
ynpaeneHus, |CS-npumaHka — 310 06bIYHbLIN KOMMNBKOTEP, KOTOPLIM BblAAET cedbsa 3a cuctemy
ynpaBneHus, K Npumepy, 3aBod Unun anekTpoctaHuuio. NprumMaHku ncnone3yTcsa ansa cbopa
MHopMaLUM O 3IOYMBbILLUNIEHHMKAX, B TOM YUCNE O TOM, Ha KakMe CeTU HaueneHbl NX aTaku,
Kakne WHCTPYMEHTblI OHW UCMONb3YKT U NpoYMe MnonesHble CBeAEeHUA, KOTOpble MoMOoraroT
MaKCUMarnbHO YKPENUTb 3aLlUTy CBOEWU CETW.

B nocnegHue rogbl NpuUMaHKM Takke WCMNONb3YHTCA ANnA NnoacyéTta KonmMyecTBa aTak Ha
MPOMbILLIIEHHbIE CUCTEMbI YNpaBleHUs, NOAKMNIOYEHHbIE K UHTEPHETY. KpaliHe BaXKHO NOHATD,
KaK NpaBuUIibHO HACTPOUTbL NPUMAHKY, NpeXxae Yem npucTtynaTb K cbopy gaHHbIX. MHorme nioau
OenawT ownbKM npu HaACTPOWKe MNPUMAHOK, U S pacckaxy, Kak 3Tn owunbku pgenatot
NPUCYTCTBME NPUMAHKN OYEBUAHBIM, U HAYy4y OTNNYaTb peanbHble CUCTEMbI YNPaBEHUS.

Hanbonee wucnonb3yemMon nNpUMaAHKOW, CUMYNUPYHOLWLEN MNPOMbILUNEHHbIE  CUCTEMBI
ynpasnenusa, asnsetca Conpot. [JaHHOe nporpammHoe obecrneyeHue HanmcaHo Ha OYeHb
BbICOKOM YpPOBHE W Ype3Bbl4aHO 3PPEKTUBHO NpW MpaBUNbHOW e€ero HacTtpouke. B
OonblIMHCTBE nNpuMepoB U obcyxaeHun s byay wcnonb3oBaTb MMeHHO Conpot, HO
NPMBOAUMBIE MPUHLMMBI NPUMEHUMbI KO BCEM NPUMaHKaM.

Kakon cmbICi1 B OOHapy>XeHUn npuMaHoK?

ﬂ,aHHbIE, reHepmpyemblie npuMaHKaMn, 1ak XXe Ba>XHbl, KadK N UX Ppa3MelleHne. Ecnn Mmbl XOTUM
noJiy4darTb ﬂ,BﬁCTBHTEJ’IbHVI‘O HHCIDODMEILI,HI'O, O TOM, KTO artakyeTrT CUCTeMbl yripaBJieHWA, Mbl
OOJDKHbI COGMpaTb AdHHbIE TOJIbBKO W3 pearyimCTtuyHbIX TMPpUMaHOK. OnbITHbLIX W YMHbIX
3J1I0YMbIWTIEHHUKOB HE MNOJ1YYUTCAH OE}MBHYTI:: Nrioxo HBCTDOEHHOH I'IprIMElHI{OIFI. BaXkHO nmeTb
DﬂpeﬂEﬂéHHble 3HaHMA 06 0OLWMX oLMbKax Nnpv pa3BepTbiBaHWU NMPUMaHKW, YTOObI NOBBLICUTL
Ka4vecCcTBO CO6MDEIEMI::IX AaHHbIX.

HacTponkn no ymonyaHuto

Camasa pacnpocTpaHeHHasi owmnbka npu pasBepTbiBAHUU NMPUMAHKU — 3TO WUCMONb30BAHUE
CTaHAapTHbIX HAacTpoek. Takne HacTPoOMKU BblgaloT OTBET B BUAE OAHOro U TOro e baHHepa,
C OOHUMW U TEMU XXE CEPUNHBIMN HOMepamu, nmeHamun PLC u npoyen nHgpopmaumen, kotopas
OOMMKHa pa3HUTbCA Ha pasHbix |P-agpecax.

A NOHAN, HACKOMbKO Y4acToO BCTPEYaeTca dTa OowWuMbka nocne nepBoro CKaHWPOBaHUS
MHTEpPHEeTa Nno 3anpocy Siemens S7.
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S7 Serial Number Uniqueness

B Repeating = Unique

30 NpoLEHTOB CEPUNHBLIX HOMEPOB B pe3ynbTaT NPUCYTCTBYIOT OonbLUe YeM B 0HOM BaHHepe.
3TO He o3Ha4aeT, YTo BCce AyOnupyroLMe cepunHblie HoMmepa — NPUMaHKKU, HO 3TO Hernrnoxas
OoTnpaBHas TOYKa ANA NPOBeAEHNA UccrnegoBaHun.

B cnyyae ¢ S7, Hanbornee nonynsapHbIn CEPUNHBIA HOMEP, BCTPEYaIOLLUNCS B UHTEPHETE — 3TO
88111222, a 3TO cepunHbIN HOMepP No ymonyanuto anga Conpot.

By
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91.229.57.200

FH JOANNEUM Gesellschaft mbH

o Austria, Allerheiligen Bei Wildon
Dietails

54.164.128.60
.ﬂmﬂﬁﬂ}ﬂ

®E United States, Ashbumn

Dietails

Location designation of a module:
Coapyright: OrigFinal Siemens Equipiment
Module type: IM151-8 PN/DP CPU

FLC name: Technodrome

Module: v.8.8

Plant i1dentitication: Houser Factory
OEM ID of a module:

Module name: Siemens, SIMATIC, S7-2@@
Seri1al number of module: BA1T11222

Location designation of a module:
Capyright: Original Siemens Equipment
Module type: IMI51-8 PN/JDP CPU

PLC name: Technodrome

Module: v.8.8

Plant i1dentaitication: Houser Factory
OJEM ID of a module:

Module name: Siemens, SIMATIC, S7-280
Serial number of module: BETTT222

[lonck no cepumHOMy HOMEpPY OenaeT NPOCTbIM OonpeaeneHmne pacrnonoXeHUsa YCTPOWUCTB
Conpot B uHTEPHETE. TakxXe, He 3abyabTe N3MEeHUTL U Apyrne cBoMcTBa baHHepa, He TOSbKO

CEPUNHbLIN HOMEP:

52.24.188.77

E.l. du Pont de Nemours and Co.

#= United States, Wilmington
Cetails

Lacation designation of a module:
Copyright: Original Si1emens Equipment
Module type: CPU 315-2 PN/OP

FLC name: Technodrome

Module: v.B.@

Plant identafication: Mouser Factory

OEM ID of a module:

Module name: =iemens, SIMATIC, 57-28@
serial number of module: S C-C4vVDEE352@12

[Tonb3oBaTenb Bbille U3MEHUST CEPUNHON HOMEP Ha YHWKanbHOE YUCno, HO HE U3MEHUIT HU
mma PLC (Technodrome), HM 3aBoackon unaeHtudukatop (Mouser Factory). Kaxabiv
JK3EMMNSAP NPUMAHKN OOIMKEH UMETb YHUKaNbHbIE 3HAYEeHUs1 AN TOro, YTodbl n3bexartb ee

PaCKpPbITUS.
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MCTODHFI MMeeT 3HAYEHNE

[TprmaHka noxHa bbITb HAacTpoeHa NpPaBuUIiIbHO C NEPBOro AHS CBOEN XU3HU, UHa4Ye NCTOPUS
baHHepa packpoeT eé. Hanpumep:

Lacation designation of a module:
Capyright: Original Siemens Equaipment
Module type: IMIS51-8 PN/DF CPU

PLC name: PGLrandom.randint(@, 1)
Madule: « 3.8

Flant i1dentafication: Power Generation One
OEM ID of a module:

Module name: Siemens, SIMATIC, 57-288
S2ri1al number of module: BETS3IRS

CBepxy Mbl BUAMM DaHHep, npeTeHaywmn Ha 1o, YTobbl 6biTb Siemens S7 PLC. OpgHako,
Obina gonyuieHa ownbka B WabnoHe reHepauumn 6aHHepa, U, BMECTO TOro, YTobbl NoKa3biBaTb
npasunbHoe uma PLC, oH noka3sbiBaeT wabnoHHbin meTod random.randint(0,1). Shodan yxe
npouvHOeKkcupoBan 3ToT DOaHHep, U gaxe ecnu B byayulem owunbka Oyaetr wmcnpasneHa,
nonb3oBaTesib MOXEeT MNOCMOTpeTb wuctoputo ana artoro |IP v yBuoetb, 4TO paHee
MCnonb3oBarca HenpaBUnbHbI S7 DaHHep.

[Mpumep 3anpoca uctopuu IP-agpeca B Shodan API:

host = api.host('xxx.xxx.xxx.xxx', history=True)

OMYINUpynUTe YCTPOWUCTBA, a He CIyXObl

byabTe npouie, HE NblITANTECb AMYNMUPOBATb CIIUWKOM MHOro Cnyx6 eauMHoOBpEeMEHHO.
[TpuMmaHKa OomkHa BbIMMSAOEeTb Kak YCTPOMUCTBO, @ OONbLUMHCTBO HACTOSILLMX YCTPOMUCTB HEe
zanyckatot MongoDB, DNP3, MySQL, Siemens S7, Kamstrup, ModBus, Automated Tank
Gauge, Telnet n SSH Ha ogHom |P-agpece.
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[TogymaunTte o0 TOM, KaK YCTPOMUCTBO HACTPOEHO B pearibHOM Mupe, 1 Nuilb NOTOM NMPUCTynanTe
K amynsaumn. He 3anyckante Bce BO3MOXHbIE CMY»Obl TONbKO NOTOMY, YTO 3TO BO3MOXXHO.

B KOAe, Bbl MOXeETE NCMNOJ1Ib30BATb YNCJ10 NOPTOB B BUAE METPUKA.

# Get information about the host
host = api.host("xXXX.XxXX.XXX.xxx")

# Check the number of open ports
if len(host['ports']) > 10:

print('{} looks suspicious'.format(host['ip_str']))
else:

print('{} has few ports open'.format(host['ip_str']))

PacnonoxeHue, pacrorioxXeHmne, pacriosyioxxeHme

BakHa He TONbKO NpaBunbHas HaCTporKa NporpaMmMHOro obecneyeHuss, HoO U PacnosioKeHue
NPUMaHKN B TakOW CeTU, B KOTOPOM MOXET OblTb cuctema ynpasneHusi. PacnonoxeHue
npumaHkn, amynupytowen Siemens S7 PLC B o6nayHbin XoCTUHI AMa3oHa He umeeTt ocoboro
CMbIcna. Hwxke a npuBeay pacnpoCcTpaHEHHbIX NpoBanaepoB 06navYHbIX XOCTUHIOB, KOTOPbIX
cnenyet nsbderartb Npu pasmMmeLleHnn npUuMaHKu:

1. Amazon EC2

2. Rackspace

3. Digital Ocean
4. Vultr

5. Microsoft Azure
6. Google Cloud

[Ona pasmelweHns npuMaHku, MakCMMaribHO MOXOXXEW Ha pearnbHOe YCTPOUCTBO, CTOMUT
obpaTuUTb BHMMaHME Ha CMUCOK caMbIiX pacnpocTpaHeHHbIX ICS B Shodan un Bbibepute
nybnnuyHo AocTtynHble. B uenom, nydwnm BapmaHToOM OyaeT pasmelleHune npumaHku B |P-
npocTpaHcTBe coceacteyowen ICS. Ha cneaywwem wn3obpaxeHun MOXHO YBUOETb
opraHm3aunu, Ha KOTOpbIX pacrnosnioXxeHbl 6onbwnHCTBO ICS:

LTR a8




Verizon Wireless

Comcast Cable

Comcast Business Communications

AT&T Internet Services

CenturyLink

America Online

AT&T U-verse

Time Wamer Cable

ATET Wirgless

Cox Communications

0.0

Honeyscore

A paspabotan UMHCTPYMEHT, KOTOPbIN Ha3biBaeTca Honeyscore, KOTOpbIM MCNONb3yeT BCE
BblLLIEOMNMMCAHHbLIE MEeToAbl U camMooby4yaeTcs OnS BblYMUCIEHUA NPUMAHOK U onpeaeneHus,
aBnseTcsa nu [P TakoBou unu Her.

Honeypot Or Not?

Ermriar pe ¥ §o chack whaltar fm n qBpemancd or n real conhmd S

s e e Mys i Ly e

Honeypot found!

Frequently asked Questions
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[lpocTo BBeauTe |IP-agpec ycTpoucTBa 1 3TOT MHCTPYMEHT NPOMU3BEAET MHOXECTBO NMPOBEPOK
4YTOObI ONpeaennTb — NPUMaHKka 3TO Ui HeT.
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Tar npuMaHKu

ANroputM camooby4yeHuns, ncnonb3lyembin B Honeyscore, 6binn gobaBneH B ckaHepbl Shodan,
Tak 4YTO Tenepb OHWU CNOCOOHbI onpegenaTb npumMmaHku ICS Bo Bpems cbopa gaHHbIX. Takke,
Mbl 0ODaBunu onpegerieHne pacnpoCTPaHEHHbIX MPUMaHOK B BUAE BEO-NPUNOXEHUN W
HecKosnbko npumaHok Elastic. Ecnu 6aHHep npuHaaneXXut ogHOW M3 U3BECTHbIX MPUMAaHOK,

Toraa B cBoncTBe tags 6yaeTt nponucaH Tar honeypot. Takke ckaHepbl 6yayT npeaocTaBnAaTh
Has3BaHWe obHapy>XeHHOW NPUMaHK/N B CBOMCTBAaX NPOAYKTA.

Y10 ynTaTh panbLie:

1. Cratbs Honeypots B Bukuneauu
2. Banom npumaHoK Ans passriedyeHus u npubbinu (BMaeo)
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[lpunoxeHue A: cneundpukauma 6aHHepa

lEI,J'IFI noriyveHmnA nocrieagHero Crimcka noneu ﬁaHHepa, CMOTpUTE OHJ1AaNH-O0KYMEHTALMIO.

BaHHep MOXET COoAepXKaTb CliedyrLline cBoucTBa/nons:

OCHOBHbIe CBOUCTBA

Ha3BaHue OnucaHue Mpnumep
asn ABTOHOMHbIM HOMEP CUCTEMDI AS4837
data [naBHbIN BaHHEp cay»KObl HTTP/1.1 200...
ip IP-apgpec KaK nepemeHHas 493427495
ip_str IP-agpec KaK CTpoKa 199.30.15.20
Ipve IPvb-aapec KaKk CTPOKa 2001:4860:4860::8888
port MopT cnyxbbl 80
timestamp [ata u Bpems cbopa MHPopmMmaLmu 2014-01-15T705:49:56.283713
hash Yucnosoun xaw ceownctea data
hostnames Cnucok MMmeH xocta ana IP [“shodan.io”, “www.shodan.io”]
domains CnUCoK MMEH XOoCTa ANA AOMEeHa [“shodan.io”]
link Tun coeanHeHuUsn Ethernet or modem
location [eonoKkauma ycTponcTea CMompu Huxe
opts [lononHutTenbHble/3KcNnepMMeHTanbHbIe AaHHbIe, He
cogeprawmeca B rnasHom baHHepe
org OpraHu3auma, KoTopon npmuceoeH IP Google Inc.
iIsp ISP, oTBevatowan 3a npocTpaHcTseo IP Verizon Wireless
0S OnepaunoOHHaA cUCTeMa Linux
uptime Bpemsa aktnsHocTu P 50
tags CnMCOK T3ros, ONMUCbIBAOLLMUX YCTPOMUCTBO “ics”, “vpn”]
transport TN TPAHCNOPTHOrO NPOTOKOA, KOTOPbIM tcp

MCMNOJZ1b30Ba/ICA ANA CGGDE GEIHHEDEI

CrolrcTEa Elastic

Cnepywowme ceonctea cobupatotca ang Elastic (paHee - ElasticSearch)
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Ha3BaHue OnucaHue

elastic.cluster OcHoBHasa UHPOpPMaLMA O KnacTepe
elastic.indices CnWCcoK MHAEeKCcoB, AOCTYMHbIX B KNacTtepe
elastic.nodes CnucoK Hoa/nupos Knactepa v MHPpopmauma 0 HUX

Ceouctea HTTP(S)

Shodan nepexoauTt no nepeHanpasneHnam oTknmkos HT TP n 3anuceiBaeT BCHO MHOpMaUUto
B 6aHHep. EQMHCTBEHHbIE Cnyyau, KOoraa ckaHepbl HEe nepexoaaT ganee, 3ato ecnu HTTP-
3anpoc nepeHanpasnsaetcs B 3o0Hy HTTPS n HaoboporT.

Ha3saHue OnucaHue

http.components TexHoNorms, KOTopaa UCNONb30BasNachb AN CO34aHMA CaMTa

http.host ma XxocTa, nocnaHHoe ana 3axsgata HTML

http.html HTML-KOHTEHT canTa

http.html hash Ymucnosom xaw csounctsea http.htm/

http.location NNokaumna nocneaHero HTML-oTKAMKa

http.redirects CnucoK nepexoaos. Kaxabli peanpekT umeeT Tpu cBoUcTBa: host, data u
location

http.robots ®dawnn robots.txt canta

http.server X3pep Server canta

http.sitemap XML KapTa canTa

http.title Ha3BaHWe canTa

CBoucTBa reorpadnyeckoro pacnonoXxeHus

Cnepyrouwine cBoMUCTBa — 3TO NoAcBoncTBa Anga ceomncTBa location, HaxoasLeroca B BEpXHeEM
YPOBHE 3anucu baHHepa.

Ha3BaHue OnucaHue

area_code Koa obnactu pacnonoXXeHma ycTponcTsa
city Ha3saHue ropoaa

country code Koa cTtpaHbl n3 2 byks

country code3 Kopa ctpaHbl 3 3 byks

country_name Ha3BaHwue cTpaHbl

3
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dma_code
latitude
longitude
postal code

region code

Ceounctea SMB

Ha3BaHue
smb.anonymous
smb.capabilities
smb.shares
smb.smb_version
smb.software

smb.raw

CeonctBa SSH

Ha3sBaHue
ssh.cipher
ssh.fingerprint
ssh.kex
ssh.key

ssh.mac

Toprosbi Koa obnactu (Tonbko CLUA)

LLnpoTa

Hdonrora

[TouYTOBbLIN UHAEKC

Koa pernoHa

OnucaHue

MNo3ssonsaet nun cnyxba aHoOHMMHbIEe noaKAtoYeHuA (true/false)
CnucoK pyHKUMK, noaaeprKnuBaemblix cayxbou

CnMCOK AOCTYMHbIX CETEBbIX PECYypPCcoB

Bepcma npoToKona, Mcnonb3osasluerocs Ana cbopa AaHHbIX
Ha3BaHMe nporpammbl, 3anyckatoLwwen cnyoy

Cnucok hex-KkoampoBaHHbIX NAKETOB, OTNPaBAEHHbIX CEPBEPOM; MOJIE3EH,
eC/11 Bbl XOTUTE camu caenatb napcuHr SMB

OnucaHue

LLindp, KOTOpbIM UCNONb30BAICA BO Bpema obmeHa AaHHbIMU
OTne4yaToK YyCTPOMCTBA

CnMCOK anropnutmos obmeHa Kar4vamu, noaaep1MBaembiX CEpBepom
SSH-Kkntoy cepsepa

ANroputm Koaa ayTeHTudumKaumm coobueHmm

CBoucTtBa SSL

Ecnun cnyxba 3aBepHyTa B SSL, To Shodan npon3BoauT AONONMHUTENBHOE TECTUPOBAHUE U

NMOoKa3blBaAET PeE3YISibTaTbl B CJiEeAYHLWNX CBOMCTBAaXx:
Ha3BaHue OnucaHue
ssl.acceptable cas CnucoK cepTudUKaToB, NOAAECPKUBAEMbIX CEPBEPOM

ssl.cert [MpoaHanu3npoBaHHbIN SSL cepTuduKaTr
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ssl.cipher Mpeanoyntaembin wWndp ans SSL-coeamHeHuUs

ssl.chain Cnucok SSL-cepTMdKMKaTOB OT KOPHEBOIO 4,0 NO/Ib30BATE/IbCKOTO
ssl.dhparams [NapameTpbl JadPu-XennmaHa

ssl.tlsext Cnucok pacwupeHun TLS, noaaneprKuBaemblix CEPBEPOM

ssl.versions [lopaeprusaemsblie sepcun SSL; ecnm 3HayeHMe Ha4YMHaAETCA C «-», Toraa

cny>kba HE nopaepkmBaeT 3Ty BEPCUIO

Ceouctea ISAKMP

Cnepywouwme cBouctBa cobupatwtca ansa coeguHennn VPN, uncnonb3ylowmx MNpOoTOKOI
ISAKMP (kak IKE):

Ha3saHue OnucaHue

isakmp.initiator_spi Hex-3awndpoBaHHbIM MHAEKC NnapameTpa 6e30nacHOCTU AN8 MHMLMATOpPa
isakmp.responder_spi Hex-3awndpoBaHHbIM UHAEKC NnapameTpa 6e30nacHOCTM ANA OTBEYAOLWEro
isakmp.next_payload [Tone3Has Harpy3ka, oTnpaBAeHHAA Noc/ie MHULUMaLUn

isakmp.version Bepcua npoToKona

isakmp.exchange type Tun obmenHa

isakmp.flags.encryption YctaHoBKa buta wmudposaHua: true nnum false

isakmp.flags.commit YctaHoBKa buta nopyvyeHus: true nnu false

isakmp.flags.authentication YcrtaHoBKka buta ayteHTUPUMKaumm: true nam false
isakmp.msg id Hex-3awndpoBaHHbIM MAEHTUDUKATOP cOObLLEeHna

isakmp.length Pasmep ISAKMP-nakeTa

Oco0Oble cBOUCTBA

~shodan

OTO CBOUCTBO COAEPXUT UHPopmauuto o cnocobe cbopa mHdopmaumn Shodan'om. OHo
OTNMYaeTcss OT MPO4YUX CBOUCTB, TaK Kak He npeaoctaBnseT HWKakon unHdopmaumm ob
ycTpoucTee. Bmecto aToro, OHO Oa€Tr uHpopmauuto O TOM, Kakon rpabbep OGaHHepoB
ncnonb3oBanca ansa B3aunmogenctevsa ¢ IP. 3To MoXeT ObiTb BaXXHO ANSA NMOHMMaHUA AN
NOPTOB, HAa KOTOPbLIX paboTtaeT MHoro cnyx6. Hanpumep, nopT 80 LLMPOKO N3BECTEH ANA BED-
CepBepoOB, HO TakKXe OH WUCMNOoSib3yeTCcAa pas3fiMyHbIMXW BPEOOHOCHLIMU MporpamMmmamMun Ons
obxoaa dpaepsona. CeBoncteo _shodan coobwut Bam, ncnosnesosancsa nu http-mogyne ans
cbopa nHpopmauumn, N HEKNM BPEOOHOCHbIN MOAY/b.

Ha3sBaHue OnucaHue
~shodan.crawler YHUKaNnbHbIW UAEHTUPUKATOP CKaHepa Shodan
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_shodan.id

_shodan.module

_shodan.options
_shodan.hostname

_shodan.options.referrer

YHUKaNbHbIN aeHTUUKaTop baHHepa

HaszsaHue moayna Shodan, ucnonb3osaslwerocs ckaHepom Shodan ana cbopa
baHHepa

KoHUrypauMOHHbIE ONUMKU, NCNONb30BABLUMECA BO BpemAa cbopa AaHHbIX
Mma xocTa A5 NCNo/b30BaHMA NPU OTCbI/IKe Beb-3anpocos

YHUKaNnbHbIM naeHTMdunKatop 6aHHepa, 3anyCcTUBLLEro CKaHUpPOBaHME ANA

3TOro nopta/cnyxbsbl

[pumep

"timestamp": "2014-01-16T08:37:40.081917",
"hostnames": |
"99-46-189-78. Lightspeed. tukrga.sbcglobal.net"
1,
"org": "AT&T U-verse",
"guid": "1664007502:75a821e2-7e89-11e3-8080-808080808080",
"data™: "NTPXmook, 2000, 0000, Xxx: T546\n68.94 ,157,2:123\n68,94,156.17:123",
porty: 123,
"isp": "AT&T U-verse',
"asn": "AS7018",
"location": {
Teountrey . coded™: MJSA™T.
"city": "Atlanta",
"postal_code": '"30328",
"longitude": -84.3972,

“eauntry:. code™: “U5™,
"latitude": 33.93350000000001,
"country_name'": "United States",

"area_code": 404,
"dma_code": 524,
"region_code": null

i

"ip": 1664007502,

"domains": [
"sbcglobal.net"

1,

MpsEr's: "O99:46:189.78";
"os": null,
"opts: A
"raw": "\\Xx97\\x00\\x03*\\x00\\ xO03\\xOOH\\x00\\x00\\x00\\x00\\x00\\x00\
AVAXO0\\Xx00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x01G\\x06\\xa7\\x8ec.\\xbdN\\x00\\
\XOO\\x00\\x01\\x1dz\\xO07\\x02\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\
VA X000\ \x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\
AAXOO\\ X0\ \ X000\ \ Xx00\\x00\\xO00\\x00\\x00\\x00\\x00\\xO00\\x00\\xO00\\x00\\x00\\x00\
\AX00g\ \ x00\\x00\\x0071\\x00\\x00\\x00\\x00\\x00\\x00\\x00XDA\\x9d\\x02c. \\xbdN\\\
X000\ \x00\\x00\\x01\\x00{\\x04\\x04\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
AXOO\\XxO0\\ xO0\\XxO0\\xO00\ \ xO00\\ X000\ \Xx00\\ xO0\ \ xO00\\ x00\\xO00\\x00\\ x00\\xO00\\x00\\
A X000\ \x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\
\x00\\x00qg\\x00\\x00\\x000\\x00\\x00\\x00\\x00\\x00\\x00\\x00YDA\\x9c\\x1llc.\\xb\
dN\\x00\\x00\\x00\\x01\\x00{\\x04\\x04\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\\
X0\ \ X000\ \x00\\x00\\ x00\\xO00\\ xO00\\x00\\xO00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\\
X000\ \x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00\\x00",
"nEphs 4
"more": false




[MTpunoxeHune B: cnNCOK NOUCKOBLIX PUNLTPOB

OCHOBHblE PUNBLTPbLI

Ha3BaHue OnucaHue Tun

after [ToKa3biBaeT pe3ynbTaTbl TO/IbKO NOcae onpeaenéHHoON AaTbl CTPOKA
(A4/MM/TTTT)

asn ABTOHOMHbIM HOMEP CUCTEMDI CTPOKa

before [MToKa3biBaeT pe3ynbTaTbl TONbKO A0 onpeaenéHHOM AaThl CTPOKa
(A8/MM/TTTT)

category (naBHbIW BaHHEpP cAyHKObl CTPOKA

city Ha3saHue ropoaa CTPOKa

country [1ByxOYKBEHHbIN KOA, CTPaHbI CTPOKa

geo MpuHumaeT ot 2 0o 4 napameTpos. Ecau 2 napameTpa: WKPOTA, CTPOKa

aonrota. Ecauv Tpu: wunpoTa, Aoarota, AmanasoH. Ecaum 4: nesan
BEPXHAA WWMPOTA, /IeBad BEepPXHAA AO0NroTa, NpaBas HUXKHAA
LUMPOTA, NPaBaA HUXKHAA AONTOTa.

hash X3w cBomcTBa data nepemeHHas
hash IPv6e True/False byneso 3HaueHume
has screenshot True/False byneso 3HaueHume
hostname [TonHOe umA XocTa AN18 YCTPOWUCTBA CTPOKA

ip MceBAOHUM ANA ceTeBoro punbTpa CTPOKa

ISp ISP, oTBeyatowasn 3a 6nok IP-apgpecos CTPOKa

net CeteBou amanas3oH B CIDR-HoOTauum CTPOKa

org OpraHu3auma, KoTopon npucsoeH bnok IP-agpecos CTPOKa

0S OnepaunoHHaa cucTema CTpOKa

port Homep nopTta Ana ycTpouCTBa nepemeHHas
postal MoyTtoBbIN MHAEKC (Tonbko CLLA) CTPOKAa

product Ha3BaHuWe nporpammsbl/NpoaykTa, npegocrasasouiero baHHep CTPOKa

region HasBaHue pernoHa/wrara CTPOKa

state MceBAOHUM pernoHa CTPOKa

version Bepcua npoaykTta CTPOKa

vuln UpneHTndumukatop CVE ona yassmmocTu CTPOKA
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HT TP-qounbTpbl

Ha3sBaHue OnucaHue
http.components TexHonorms, KoTopasa UCNosb3oBanach A1s CO34aHMA canTa

http.component_category KaTteropus Be6-KOMNOHEHTOB, UCNO/Ib3YEMbIX Ha CalUTe

http.html HTML Beb-6aHHepoB
http.htm| hash X3w HTML canTa

http.status Koa cratyca oTBeTa

http.title Ha3BaHue canTa Beb-baHHepa

NTP-ounbTpbl

Ha3BaHue OnucaHue
ntp.ip IP-agpeca nonyyeHHbIe OTKAMKOM OT KomaHabl monlist

ntp.ip_count Konauyectso IP-agpecoB B OTKAMKOM OT nepBon KomaHAabl monlist

Tun

CTPOKaA

CTPOKaA

CTPOKa

nepemeHHas

nepemeHHan

CTPOKaA

Tunn

CTPOKaA

nepemeHHas

ntp.more True/False; ectb nu ewe IP ana cbopa KomaHaom monlist byneBo 3Ha4YeHume
ntp.port MopT, ncnonb3yembin IP-agpecamu 13 oTkInMKa monlist nepemeHHas
*npusedy cmameto ¢ xabpa 0719 NOHUMAHUA KoMaHOb! monlist: mbiK
SSL-cbunbTpsl
Ha3BaHue OnucaHue Tvn
has_ssl True/False byneBo 3HayeHume
ssl Mownck Bcex AaHHbIX SSL CTPOKa
ssl.alpn [TPOTOKO/1bl NPUKAAAHOIO YPOBHSA, Takue Kak HTTP/2 (“h2”) CTPOKa
ssl.chain_count KonunyectBo cepTMPUKATOB B LLEMOYKE nepemeHHas
ssl.version Bo3amoXKHble 3HayeHuma: SSLv2, SSLv3, TLSv1, CTPOKA
TLSv1.1, TLSv1.2
ssl.cert.alg ANroputm ceptudmkaTta CTPOKa
ssl.cert.expired True/False byneso 3Ha4veHue
ssl.cert.extension MmeHa paclimpeHnit B cepTuduKarte CTPOKa
ssl.cert.serial CepUMNHbIM HOMEpP KaK NnepeMmeHHan UAK WecTHaauatepuyHaa  cTpoka/nepemeHHas

CTPOKa
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ssl.cert.pubkey.bits
ssl.cert.pubkey.type
ssl.cipher.version
ssl.cipher.bits

ssl.cipher.name

KonunyectBo 6UT B nyb6AMYHOM Kntoye
Tun nybanyHoro Kno4va

SSL-Bepcua npeanovymtaemoro wudpa
Yucno 6uT B npeanoymtaemom wudpe

Ha3saHue npegnoymntaemoro wudpa

Telnet-unbTpbl

Ha3saHue
telnet.option
telnet.do
telnet.dont
telnet.will

telnet.wont

OnucaHue

Nownck Bcex onuui

CepBep 3anpalwmnBaeT KAIMEHT NOAAEPHKMUBATL 3TN ONUUU
CepBep 3anpalinBaeT KAINEHT He NoAAepPKUBATb 3TN ONUKUMK
CepBep noaaep*usaeT 3TU onumun

CEDEE[J He nogagepxmeaet a3t onunu

[MlpunoxeHue C: nonckoBble paceTbl

OcHOBHble haceThl

Ha3BaHue
asn

city
country
domain
has screenshot
iIsp

link

org

0S

port
postal
product

region

CTp. 68

OnucaHue

ABTOHOMHbIM HOMEP CUCTEMbI

[lonHOe Ha3BaHMe ropoaa

[MTonHOe Ha3BaHMe CTPaHbI

[omeH(bl) onAa ycTpomcTsea

MmeeT AOCTYMNHblEe CKPUHLLOTLI

ISP, ynpaBsnsiowas 6nokom IP-agpecos
Tun ceTeBOro coeanHeHmA

OpraHu3auusa, sBnagetouwian 6nokom IP-anpecos
OnepaumoHHaA cucTtema

Homep nopta ana cny<obl

[MoYTOBbIN MHAEKC

HassaHue nporpammbl/npoayKra baHHepa

Ha3BaHue permoHa/wiraTa

nepemeHHad

CTPOKa

CTPOKa

nepemeHHas

CTPOKa

Tun

CTPOKa

CTPOKa

CTPOKa

CTPOKa

CTPOKa




state
uptime
version

vuln

HT TP-daceTbl

Ha3sBaHue

http.component

http.component_category

http.html_hash

http.status

N TP-gpaceTnbl

Ha3sgaHue
ntp.ip
ntp.ip_count
ntp.more

ntp.port

SSH-gaceThl

Ha3zBaHue
ssh.cipher
ssh.fingerprint
ssh.mac

ssh.type

SSL-daceThl

Ha3sBaHue

ssl.version

CTp. 69

NceBAOHMM peruoHa
Bpems aKTUBHOCTM XOCTa B CEKYHAAX
Bepcua npoaykrta

NpneHtudumnkatop CVE ana yassmmocTtu

OnucaHue

Ha3BaHMe TeXHONO0rmm, UCNONb3yemon Ha cauTe
KaTteropua Beb-KOMMNOHEHTOB, MCNOJ/Ib3YEMbIX HA CaUTe
Xsw HTML canTa

Ropa cTaTyca oTBeTa

OnuncaHue

|P-E,EI,|TJECE nonyvyeéHHble OTKANMKOM OT KOMaH4bl monlist

Tun

CTPOKA

CTPOKa

nepemeHHas

nepemeHHas

Konunyectso IP-aapecoB B OTKAMKOM OT NepBon KomaHAabl monlist

True/False; ectb nu ewe IP ona cbopa kKomaHaoM monlist

MopT, ucnonbayemobi IP-agpecamm 13 oTKAKMKA monlist

OnucaHue
Ha3BaHue wunopa

OTneyaToK yCTPOMCTBA

NMma MAC ncnonb3syemoro anroputma (K npumepy, hmac-shal)

Tun Kno4a ayteHTubukaumm (K npumepy, ssh-rsa)

OnucaHue

Bepcua SSL nogaepyuBaeTcs




55I.a|pn [1pOTOKONbI NPUKAQAHOIO YPOBHA

ssl.chain_count KoanyecTtBo cepTUPUKATOB B LLENOYKe

ssl.cert.alg Anroputm ceptTuduKaTta

ssl.cert.expired True/False; UCTEK CPOK aencTemua cepTuduUKaTa UIU HeT
ssl.cert.serial CepumnHbIN HOMEP Kak NnepemeHHas

ssl.cert.extension MmeHa paclwumpeHu B cepTudukare
ssl.cert.pubkey.bits KoanyectBso 6UT B nybAMYHOM Kntoye

ssl.cert.pubkey Nmsa Tmna nybanyHoOro Kar4a

ssl.cipher.bits Yucno 6ut B npegnovyntaemom wudpe

ssl.cipher.name Ha3zsaHue npeanoyntaemoro wndpa

ssl.cipher.version SSL-Bepcua npeanoymtaemoro wuopa

Telnet-cpaceThl

Ha3BaHue OnucaHue

telnet.option [loKa3aTb BCEX ONUUM

telnet.do CepBep 3anpalimBaeT KAUEHT NoAaepKMBaTh 3TU ONUUK
telnet.dont CepBep 3anpalwmMBaeT KAIUEHT He NoaaepKUBaTb 3TN ONLUK
telnet.will CepBep noagepKmMBaeT 3TU OnNuum

telnet.wont CepBep He noaaepmMBaeT 3TU ONuUMK

[MpunoxeHune D: cnncok nopTtoB

‘ MopTt ‘ Ha3BaHue cnyxbbi (cnyxob) \ l MopT ‘ Ha3zsaHue cnybbl (cny»xb) \

7 Echo 4369 EPMD

11 Systat 4443 Symantec Data Center Security
13 Daytime 4444 malware

15 Netstat 4500 IKE NAT-T (VPN)

17 Quote of the day 4567 Modem web interface

19 Character generator 4664 Qasar

21 FTP 4730 Gearman

22 SSH 4782 Qasar

23 Telnet 4800 Moxa Nport

25 SMTP 4840 OPC UA

26 SSH 4911 Niagara Fox with SSL

wrfa
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37 rdate

49 TACACS+

5 DNS

67 DHCP

69 TFTP, BitTorrent

70 Gopher

79 Finger

80 HTTP, malware

81 HTTP, malware

82 HTTP, malware

33 HTTP

34 HTTP

88 Kerberos

102 Siemens S7

104 DICOM

110 POP3

111 Portmapper

113 identd

119 NNTP

123 NTP

129 Password generator protocol
137 NetBIOS

143 IMAP

161 SNMP

175 IBM Network Job Entry
179 BGP

195 TA14-353a

311 OS X Server Manager
389 LDAP

389 CLDAP

443 HTTPS

443 QUIC

444 TA14-353a, Dell SonicWALL
445 SMB

465 SMTPS

500 IKE (VPN)

502 Modbus

B3 Modbus

510 Line Printer Daemon
520 RIP

523 IBM DB2

554 RTSP

587 SMTP mail submission
623 IPMI

626 OS X serialnumbered
636 LDAPS

666 Telnet

4949 Munin

5006 MELSEC-Q

5007 MELSEC-Q

5008 NetMobility

5009 Apple Airport Administration
5060 SIP

5094 HART-IP

0222 XMPP

5269 XMPP Server-to-Server
9393 mDNS

8307 Microsoft-HTTPAPI/2.0
5432 PostgreSQL

5577 Flux LED

5601 Kibana

5632 PCAnywhere

5672 RabbitMQ

5900 VNC

5901 VNC

5938 TeamViewer

5984 CouchDB

6000 X11

6001 X11

6379 Redis

6666 Voldemort database, malware
6667 IRC

6881 BitTorrent DHT

6969 TFTP, BitTorrent

218 Sierra wireless (Telnet)
7474 Neo4j database

7548 CWMP (HTTPS)

777 Oracle

7779 Dell Service Tag API
8008 Chromecast

8009 Vizio HTTPS

8010 Intelbras DVR

3060 Roku web interface
8069 OpenERP

8087 Riak

8090 Insteon HUB

8099 Yahoo SmartTV

8112 Deluge (HTTP)

8126 StatsD

8139 Puppet agent

8140 Puppet master

8181 GlassFish Server (HTTPS)
8333 Bitcoin

8334 Bitcoin node dashboard (HTTP)




771 Realport

789 Redlion Crimson3
873 rsync

902 VMWare authentication
992 Telnet (secure)
993 IMAP with SSL
995 POP3 with SSL
1010 malware

1023 Telnet

1025 Kamstrup

1099 Java RMI

1177 malware

1200 Codesys

1234 udpxy

1400 Sonos

1434 MS-SQL monitor
1915 malware

1521 Oracle TNS

1604 Citrix, malware
1723 PPTP

1741 CiscoWorks

1833 MQTT

1900 UPnP

1911 Niagara Fox

1962 PCworx

1991 malware

2000 iKettle, MikroTik bandwidth test
2081 Smarter Coffee
2082 cPanel

2083 cPanel

2086 WHM

2087 WHM

2123 GTPv1

2152 GTPv1

2181 Apache Zookeeper
2222 SSH, PLC5, EtherNet/IP
2323 Telnet

2332 Sierra wireless (Telnet)
2375 Docker

2376 Docker

2379 etcd

2404 IEC-104

2455 CoDeSys

2480 OrientDB

2628 Dictionary

3000 ntop

3260 iSCSI

8443 HTTPS

8554 RTSP

8800 HTTP

8880 Websphere SOAP
8888 HTTP, Andromouse
8889 SmartThings Remote Access
9000 Vizio HTTPS

9001 Tor OR

9002 Tor OR

9009 Julia

9042 Cassandra CQL

9051 Tor Control

9100 Printer Job Language
9151 Tor Control

9160 Apache Cassandra
9191 Sierra wireless (HTTP)
9418 Git

9443 Sierra wireless (HTTPS)
9595 LANDesk Management Agent
9600 OMRON

9633 DarkTrack RAT

9869 OpenNebula

10001 Automated Tank Gauge
10001 Ubiquiti

10243 Microsoft-HTTPAPI/2.0
10554 RTSP

11211 Memcache

12345 malware

17000 Bose SoundTouch
17185 VxWorks WDBRPC
12345 Sierra wireless (Telnet)
11300 Beanstalk

13579 Media player classic web interface
14147 Filezilla FTP

16010 Apache Hbase

16992 Intel AMT

16993 Intel AMT

18245 General Electric SRTP
20000 DNP3

20547 ProconOS

21025 Starbound

21379 Matrikon OPC

23023 Telnet

23424 Serviio

25105 Insteon Hub

29969 Minecraft

27015 Steam A2S server query, Steam RCon




3306 MySQL 27016 Steam A2S server query

3310 ClamAV 27017 MongoDB

3386 GTPv1 28015 Steam A2S server query

3388 RDP 28017 MongoDB (HTTP)

3389 RDP 30313 Gardasoft Lighting

3460 malware 30718 Lantronix Setup

3541 PBX GUI 32400 Plex

3542 PBX GUI 37777 Dahuva DVR

3689 DACP 44818 EtherNet/IP

3702 Onvif 47808 Bacnet

3780 Metasploit 49152 Supermicro (HTTP)

3787 Ventrilo 49153 WeMo Link

4000 malware 50070 HDFS Namenode

4022 udpxy 51106 Deluge (HTTP)

4040 Deprecated Chef web interface 53413 Netis backdoor

4063 ZeroC Glacier2 54138 Toshiba PoS

4064 ZeroC Glacier2 with SSL 55443 McAfee

4070 HID VertX/ Edge door controller 55553 Metasploit

4157 DarkTrack RAT 55554 Metasploit
62078 Apple iDevice
64738 Mumble

[MpunoxeHue E: Npumep SSL-6aHHepa
{

"hostnames": [],
"t9tle": uu’
"ip": 2928565374,
"isp": "i1Web Technologies",
"transport": "tcp",
"data": "HTTP/1.1 200 OK\r\nExpires: Sat, 26 Mar 2016 11:56:36 GMT\r\nExpire\
s: Fri, 28 May 1999 00:00:00 GMT\r\nCache-Control: max-age=2592000\r\nCache-Cont)
rol: no-store, no-cache, must-revalidate\r\nCache-Control: post-check=0, pre-che\
ck=0\r\nLast-Modified: Thu, 25 Feb 2016 11:56:36 GMT\r\nPragma: no-cache\r\nP3P:\
CP=\"NON COR CURa ADMa OUR NOR UNI COM NAV STA\"\r\nContent-type: text/html\r\n\
Transfer-Encoding: chunked\r\nDate: Thu, 25 Feb 2016 11:56:36 GMT\r\nServer: sw-\
cp-server\r\n\r\n",
tasn': “TAS3ZB13%,
"port": 8443,
Igelite |
"chain": ["----- BEGIN CERTIFICATE----- \NMIIDszCCApsCBFBTb4swDQYJKoZIhvcN\
AQEFBQAwgZOxCzAIBgNVBAYTALVTMREW\NDwYDVQQIEwhWaXJInaW5pYTEQMA4GALUEBXMHSGVybmRvb7]\
ESMBAGA1UEChMJUGFy\nYWxsZWxzMRgwFgYDVQQLEwWSQYXJhbGx LbHMgUGFuZWwxGDAWBgNVBAMTD1Bh\
cmFs\nbGVscyBQYW51bDEhRMB8GCSqGSIb3DQEJARYSaW5mbOBwYXJIhbGx LbHMuY29tMB4X\NDTEyMDkx \
NDE3NTUyM1oXDTEzMDkxNDE3NTUyMlowgZOxCzAJBgNVBAYTALVTMREW\ nDwYDVQQIEwhWaXJnaW5pYT\
EQMA4GA1UEBXxMHSGVybmRvb]ESMBAGA1UEChMIJUGFy\nYWxsZWxzMRgwFgYDVQQLEwWSQYXJhbGx LbHMg\
UGFuZWwxGDAWBgNVBAMTD1BhcmFs\nbGVscyBQYW51bDEhMB8GCSqGSIb3DQEJARYSaWsmbOBwYXJIhbG\
X LbHMuY29tMIIB\nIjANBgkqhkiGOwOBAQEFAAOCAQ8S8AMIIBCgKCAQEAXCcOVY/gqajKtFFNHXGOFPHTXxm)\
\nSOnsffWBTBfyXnK3h8u®41VxvZDh3XkpA+ptg2 fWOuITOTTYuqw+tqiDmg8YTsHy\njcpMFBtXV2cV\
dhKXaS3YY IM7dP3gMmkGmH+ZvCgCYc7LOMIIxYIy6Zeuh67YXEMV\ngiU8mZpvc70Cg5WeWluBCXtUAT
jDLsVWNnhsV3YuxlweEvkRpAk3EHehKbvgMnEZS\nQ30QySe0GAqC7bWzKrwsJAOUK /+Js18+3QKb/LmD)\
a9cRjtFCTo6hYfPbfHj8RxQh\n4Xmnn/CtZ48wRQTqKXS06+Zk30uU7/jX1Gt/jxNen77673e6uCsggT)\
wut/EtNwID\nAQABMAOGCSqGSIb3DQEBBQUAA4IBAQBDL/yTy76Ykwr7DBOPAXCc766Nn730sZizjAt\nlk\
mx7LxgN3X/wFxD531r+sdO0gbPgl13edrE/ZGO9dN16LhUBbUK+9s62z9Q1cEfSxo\n4uQpFSywbGGmXInE\
ZmyT4SsOLi/hNgy68f49L01h6rn/p7QgIKd31g7189ZfFkFb\nRdD49s11/Cc5Nm4XapUVvmnS91MLPkY\
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/O00IglLulrYkuc8sIoZdPbep52H3Ga7TjG\nkmO7nUI110goB7TQ63mU67+NWHAMQQ8CtCDCN49kIyen)\
1WFjD6Je2U4qO0IFQrxHw\nMy+tquo/n/sa+NV8Q0j1lgMVcFsLhYm7Z5Z0Ng@QFXSAL+Eyj /AwZ\n-~---\

-END CERTIFICATE----- 4 5 B
Yerpnept: §
Uwersyon'y "TLSwlisslys',
DB E5"e P58,
"name": "DHE-RSA-AES256-GCM-SHA384"
I
"alpn": [],
"dhparams": {

"prime": "blOb8f96a080e01dde92de5eae5d54ec52c99fbcfb06a3c69ab6a9dcab2)\
d23b616073e28675a23d189838efle2eeb652c013ech4aea906112324975c3cd49b83bfaccbdd7d90)\
c4bd7098488e9c219a73724effd6fae5644738faa31ad4ff55bcccPalslats5f0dc8b4bd45bf37d 360
5cla65e68cfda76d4da708df1fb2bc2e4a4371",

"public_key": "2e30a6e455730b2f24bdaf5986b9f0876068d4aa7ad4el5¢c9alb9c)
a05a420e81d3b4961T7781a9423d3475T0bedee8310391aaa95a738c8f0e250a8869a86d41bdb0194)\
66dba5c641e4b2b4b82db4cc2d4ea8d9804ec00514f30a4bbcel70b81c3elced4b3d17647c8e5b8f6\
65bb7f588100bcc9a447d34d728c3709fd8as5b7753b",

"hits": 1024,

"generator": "a4dlcbd5c3fd34126765a442etb9990518104dd258ac507td6406c)
ff14266d31266feale5c41564b777e690f55041213160217b4b01b886a5e9154719e2749f4d7fbd7\
d3b9a92ee1909d0d2263f80a76a6a24c087a091f531dbfRafl169b6a28ad662a4d18e73ata32d779d)\
5918d08bc8858f4dcef97c2a24855e6eeb22b3b2e5",

"fingerprint": "RFC5114/1024-bit MODP Group with 160-bit Prime Order)
Subgroup"

I
tyersaagnsie [HILSwIM; F=S&[x2%s HESLyI3te WTLSYlz1" s "ILSwI:2%]

},

"html": "\n\t\t<html><head>\n\t\t<meta charset=\"utf-8\">\n\t\t<meta http-eq\
uiv=\"X-UA-Compatible\" content=\"IE=edge,chrome=1\">\n\t\t<title></title>\n\t\t)\
<script language=\"javascript\" type=\"text/javascript\" src=\"/javascript/commo\
n.js?plesk_version=psa-11.0.9-110120608.16\"/></script>\n\t\t<script language=\"\
javascript\" type=\"text/javascript\" src=\"/javascript/prototype.js?plesk_versi\
on=psa-11.0.9-110120608.16\"></script>\n\t\t<script>\n\t\t\tvar opt_no_frames = \
false;\n\t\t\tvar opt_integrated_mode = false;\n\t\t</script>\n\t\t\n\t\t</head>\
<body onLoad=\";top.location="'/login.php3?window_1id=&amp;requested_url=https%3A%)\
2F%2F174.142.92.126%3A8443%2F' ;\"></body><noscript>You will be redirected to the)\
new address 1n 15 seconds... If you are not automatically taken to the new Lloca)
tion, please enable javascript or click the hyperlink <a href=\"/login.php37wind\
ow_id=&amp;requested_url=https%3A%2F%2F174.142.92.126%3A8443%2F\" target=\"top\"\
>/login.php3?window_id=&amp;requested_url=https%3A%2F%2F174.142.92.126%3A8443%2F\
<Ja>.</noscriapt></html> < = X

"location":
e L,
“region code! s RQOCY,
"area_code": null,
"longitude™: -732.5833,
"country_code3": "CAN",
tHlatrtudes 45, 5;
"postal_code": "H3G",
"dma_code": null,
"country_code": "CA",
"country_name": "Canada"

Fs

"timestamp": "2016-02-25T11:56:52.548187",

"domains": [],

"org": "iWeb Technologies",

Tosh: nulls

"_shodan": {

Ctp. /4




roptionsts 4.k,
"module": "https",
"crawler": "122dd688b363c3b45b0e7582622dale725444808"

j

“DptS": {
"heartbleed": "2016/02/25 03:56:45 ([Juint8) {\n 00000000 02 00 74 63 6 \
5 6e 73 75 73 2e 73 68 6f 64 61 6e |..tcensus.shodan|\n 00000010 2e 69 6f 53 \
45 43 55 52 49 54 59 20 53 55 52 56 |.70SECURITY SURV|\n 00000020 45 59 fe 7a \
a2 0d fa ed 93 42 ed 18 b0 15 7d 6e |EY.z..... B....}n|\n 00000030 29 08 f6 f \
8 ce 00 bl 94 b5 4b 47 ac dd 18 aa b9 |)........ G s |\n 00000040 db 1c 01 \
45 95 10 e0 a2 43 fe 8e ac 88 2f e8 75 |...E....C..../.u|\n 00000G50 8b 19 5f \
8c eO 8a 80 61 56 3c 68 Of el 1f 73 9e |.._....aV<h...s.|\n 00000060 61 4f d \
a db 90 ce 84 e3 79 5f 9d 6¢c a0 90 ff fa |a0..... ¥Y_.L.oo.|\n QOC0GOTO d8 16 \
e8 76 07 b2 e5 5e 8e 3e a4 45 61 2f 6a 2d |[...v...r.>.Ea/j-|\n 00000080 5d 11 \
74 94 03 3c 5d [1.t..<]|\n}\n\n2016/02/25 03:56:45\

174.142.92.126:8443 - VULNERABLE\Nn",
"vulns": ["CVE-2014-0160"]

}s
"ip_strr: “174.142.979.106"

OTBeTbI Ha ynpaxHeHus

Beb-cant

YnpaxHeHue 1

title:4s4ics

YnpaxHeHue 2

rtfb authentication disabled

YnpaxHeHue 3

vuln:CVE-2014-0160 country:se ssl.version:sslv3

vuln:CVE-2014-0160 org:'"your organization"

YnpaxHeHue 4

category:ics city:"your city name"

YnpaxHeHue 5

category:malware country:us




VIHTepdenc KoMmaHOHOW CTPOKU

YnpaxHeHune 1

shodan download --1limit -1 heartbleed-results country:se,no vuln:CVE-2014-0160
shodan parse --filters location.country_code:SE -0 heartbleed-sweden heartbleed-\
results.json.gz

BHuMmaHue: AprymeHT —filters nponsBoauT YyBCTBUTENBHbIV K PEMMCTPY NOUCK CBOUCTB,
Bblpa)XeHHbIX CTPOKaMu, criegoBaTenibHO, Ko cTpaHbl LBeuun gomkeH bbiTb HanucaH
bonbLMMmM BykBamu.

YnpaxHeHune 2

mkdir data
shodan stream --1limit 1000 --datadir data/
shodan convert data/* kml

# 3arpysute KML d¢ain Ha https://www.google.com/maps/d/

YnpaxHeHue 3

#1/bin/bash

shodan download --1limit -1 malware.json.gz category:malware
for ip in "shodan parse --fields ip_str malware.json.gz

do

iptables -A OUTPUT -d $ip -j DROP
done

Shodan AP

3ameHuTe 3HayeHne YOUR _API_KEY Bawwum knovom APl n3 akkayHta Ha cante Shodan.

YnpaxHeHue 1

#1/usr/bin/env python

# UHuyuanusayua Shodan
import shodan
api = shodan.Shodan("YOUR_API_KEY")

# Co30daume Hosoe ornoseujeHue
alert = api.create_alert('My first alert', '198.20.69.0/24"')

try:
# MNodnuwumecs Ha 0aHHbIE CO30aHHO20 OrnoseweHus
for banner 1in api.stream.alert(alert['id']):
print banner
except:
# lpou3zsedume o4yucmey npu owubKkax
api.delete_alert(alert['1d'])
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[Togckaska: Hwke — peweHume c nomollbio kKomaHg alert mHTepdgenca KomaHOHOWU
cTpoku Shodan:

# CospanTe onoselleHne
shodan alert create "My first alert" 198.20.69.0/24

# MopnuwKUTecb Ha NeHTY peasibHOro BpEMeHM M COXpaHuTe AaHHble B KaTtanaor "/tmp"
shodan stream --alerts=all --datadir=/tmp

# MNocne 3aBeplleHNA, OYUCTUTE BCE ONOBELLEHMA
shodan alert clear

YnpaxHeHune 2

mkdir images

3anyctute KoMmaHay Bbille 4ToObl co34aTth Katanor Ansd coxpaHeHus nlobpaxeHun. 3aTtem
cCoXpaHuTe crieayrwnn koa B danne, TakoM Kak image-stream.py:

#!1/usr/bin/env python
import shodan

output_folder = 'images/'
api = shodan.Shodan("YOUR_API_KEY")

for banner 1in api.stream.banners():
if 'opts' 1in banner and 'screenshot' in banner['opts']:
# Ha daHHbIU momeHmM sce uzobpaxceHus 8 popmame JPG
# Coename: Mcnonse3zyume MIME-mun 0na onpedeneHusa pacwupeHus gauna
## Coename: NModdepxcKka pe3dynbmamos [Pvée

## Co3zdalime umsa ¢patina, ucrnonsiysa e2o IP-adpec
filename = '"{}/{}.jpg'.format(output_folder, banner['ip_str'])

# Co30alime cam ¢palin
output = open(filename, 'w')

i M30bpaxceHUAa 3aWUGppPOBAHbLI C UcnoansbiosaHuem baseb4
output.write(banner['opts']['screenshot']['data'].decode('baset4'))
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