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Abstract:

This paper act as a guide for penetration testers and security folks who want to use
Shodan and helps them to understand how it can be used it for security auditing purposes. This
paper also outlines the procedure and explains the methods to find various vulnerable services
and devices located on the internet. It helps to explain the basic filters that could be used by
Shodan and its integration with other tools .It can be mainly used for reconnaissance phase of
penetration testing.

Introduction:

Shodan is basically a search engine which helps to find (routers, switches, Scada etc.)
mainly vulnerable systems on the internet .It 1s widely known as Google for hackers. It was
launched 1n 2009 by computer programmer John Matherly. It 1s mainly a search engine of service
banners in which metadata (data about data) 1s sent from the server to client. Shodan currently
probes for 50+ ports.

What devices can Shodan really find:

1) Servers

2) Routers

3) Switches

4) Printers on public 1p
5) Webcams

6) Gas station pumps

7) Voip phones And all Scada devices Working of Shodan:

1) User searches for a particular item.
2) Shodan probes for ports and captures the resulting banners.
3) Now, Shodan indexes the captured banners.

4) After indexing,it displays the results.

Difference between Shodan and google:
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In Google,the google crawler/spider crawls for data on the web pages and then creates a
index of web content and then displays the results according to the page rank which in turn
depends on a number of factors. Shodan mainly looks for ports and then grabs the resulting
banners and indexes them. And finally, it displays the results. It does not index web content (the
key point) like google and thus it 1s a search engine of banners.

Figure 1.Shodan search working
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captures resulting banners

Indexes the captured
banners

Displays results

Figure 2. Google search working
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Basic filters:

City: The ‘city’ filter 1s used to find devices that are located 1n that particular city.
Eg:iis city:New York
Country: The ‘country’ filter 1s used devices running in that particular country.

Eg:11s country: United States

Port: The ‘port’ filter narrows the search by searching for specified ports.
Eg. https port:443

Os: The ‘os’ filter 1s used to find specific operating systems.

Eg: microsoft-iis os:" windows 2003"

Geo: The ‘geo’ filter according to certain longitudes and latitudes that are within a given radius.
Only 2 3 parameters are allowed and 3 parameter by default 1s the radius which 1s 5 km.

Eg: apache ge0:42.9693,-74.1224

Net: The ‘net’ filter 1s used to find devices according to certain ip address and subnet mask

Eg: iis net:216.0.0.0/16
Hostname: The ‘hostname’ filter always searches host containing a particular hostname.
Eg: Akamai hostname:.com

After and Before: The ‘after’ and ‘before’ filter helps you to devices after and before a
particular date. The format allowed 1s

dd/mm/yyyy dd-mm-yy

Eg: apache before:1/01/2014

nginx after:1/01/2014

Note: Most of the filters will work when you are logged 1n.

Shodan’s integration with other tools:

1) Integration with Maltego

Requirements: Download Maltego from
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http://www.paterva.com/web6/products/download.php

and Shodan maltego entities from https://static.Shodan.io/downloads/Shodan-maltego-

entities.mtz
Usage:
1) After installing maltego,select ‘Manage Entities’ in the “Manage tab’ and select ‘import’.

11) Select ‘transforms’ and then ‘advanced’

e | + Maltego Tungsten CE 3.4.0

(Organize Mactines Collaboration
'b X, Import Entibies ‘5\ | Show Custom Link Labels Show Show Motes g Close All Documents
. ' Ackitont -
| X, Export Enifies o5 | Show Transfoem Link Labeks B L shelke HideNotes | . Close Other Document:
New Enfity Manage Discover | Manage Loca 5
Type Entities Trarsforms  Transforms  Transform || |¥) Properbes Affect Appearance Ly Overview
I_ﬂ._— e £ | Discover Transforms h—ﬁuni_ll o | tes M : I_...,
3 &} Dscover Transforms (Advanced)
Discover Transforms (Advanced) ;H ::E :,: !:_l.
' Discover new fransforms using the = I
m transform dscovery wizard,
oy Click the help button to get more heb on
Maltego features

111) Now we have do add the Shodan seed by putting
https://cetas.paterva.com/TDS/runner/showseed/Shodan

& Discover Transforms ﬂ
Steps Transform Discovery - Select transform seeds (1 of 4)
1. Select transform seeds
2. Select transform applications ey Tram S
3. Select transforms
4, Updating transforms Name |Shodan
URL  htips://cetas.paterva.com/TDS runner [showse == Add
Name LURL

http:|/cetas, paterva.com{CE31 1CSead. xmi

|i] £ Shodan ntbps: jjcetas, paterva,.com) [ DSfrunner Ishiowsesd/shodan

X Delete

Back |_ _Next > Finish Cancel Help

1v) Finally we get a screen ,the transforms and entities have been successfully installed.
It includes:

S Transforms namely:
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i)searchShodan
ii)searchShodanByDomain

iii)searchShodanByNetblock
iv)toShodanHost v)searchExploits

2 Entities namely:
i) Service
ii) Exploit

Here is a screen shot of the transform(searchShodanByDomain) performed on google.com

Maitego Tungsten CE 3.4.0
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::Je‘ & Cut L4 ¥ Invert Selection g+ Add Path M Select Neighbors 1" Add Meighbors “% Selectlinks ~ . ZoomtoFit '\ Zoom Out
Paste Clear Quick Entity o L, : _
2 Al E Deleta 17 51 255 10k Find Selection :: Salact Mone & o Select Parents # o Add Parents W Select Bookmarked T Reverse Links *"-.,! Zoom 100%% 1 Zoom Selection
| .
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Note:

You can perform Shodan transforms in maltego when you have the API keys and you will get the
API keys by logging into your Shodan account.

2) Integration with Metasploit
Usage:

1) Open Metasploit framework in Kali/Backtrack Box
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= msTconsole

MMMMN MMMHM
MMMMNMHN NMAMMMMM
MMMMAMAMHMNmmmNMNMAMMMAN
MMMMNMHAHMMMMMMHNEMANMMAN
MMMMNMHMMMMMMMMNMAMMMAN
MMMMN MMMMMMM MMMHM
MMMMN MMMMMMHM MMMMM
MMMNN MMMMMMM MMMMM
WMMMN MMMMMMM MMMM#
fMMNHN MMMHM
“TMMN MMMM®
{MN MM?

http: //metasploit.pro
ack pentests! Have Metasploit Prc repo-~t on hosts,
s and evidence -- Tyoe 'go pro’ to Launch 1t row.

B1£610161
o

/8 auxiliary

El roctimsajal: =

mst = show auxiliary

L=

Auxlliary

normal Veri ckup
admin/backupexec/registry
normal Veritas Backup Exec Server Registry Access
admin/clsco/clsSco Secure acs bDypass
normal Cisco Secure ACS Ve
word Change
admin/cisco/vpn_ 3800 ftp bypass
normal Cisco VPN Concentrator 3060 FTP Unauthorized Administrat
admin/db2/db2recmd
normal IBM DBZ db2rcmd.exe Command E
admin/edirectory/edirectory dhost co -
normal MNovell eDirectory DHOST Predictable Session Cookie
admin/edirectory/edirectory edirutil
normal Novell eDirectory eMBox
adamin/emc/alphastor \ager exec 2008-65-;
normal EMC | stor Device " ‘bitrary Command Execution
admin/emc/alphastor ' axec 2008-85-2/

| e

Exec Windows R

sion = 5.1.0.44.5 or 5.2.0.26.2 Unauthorized Pass

1i1)Using the module auxiliary/gather/Shodansearch

> use auxiliary/gather/shodan search
auxiliary( ) > §

root@sajal: ~ [root@sajal: ~]

1v) Now, we will see the parameters required by the auxiliary by using show options.
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> use auxiliary/gather/shodan_search
auxiliary ) = show options

odule options (auxiliary/gather/shodan_search) :

VEll= Current Se LNg Description

DATABASE 5lse 10 Add search results to the database

FILTER ale agr a specific IPYCity/Country/Hostname
MAXPAGE ves Max amount of pages to collect

OUTFILE 0 A filename to store the list of IPs

Proxies 0 == v chaln

QUERY Ve : \ search for

SHODAN APIKEY

VHOST www .shodanhg.com vyes e host name to

msf auxiliary(

v.) We need to set query to IIS to search for IIS servers and the API key which we get when we
log into our Shodan account.Now we execute 1t by the Run command.

auxiliary( }
auxiliary( )} = set QUERY IIS

Ax Wl | SHODAN APILIKEY aiYlPefOmMgvlwgbwR1lQusSYocwWxHd TMED
SHODAN_ == akKYIPefOmMgva

msf auxiliary(

Country S

Hostnams

United States 37 .wiljcqg.com
United States mai onateESTXiorg
United Kimn ad diom ds dedicated.turbodns
Korea, Republic of
United States Unknown . xeax . net
LEIE L8 115.112.115.165.static-mumbai.vsnl .net.in

Bal Wy M malil.mcocrackenla aa l.com

rl 5 I orea, o 1:

Beijing China ipl97 .hichina.com

ieljing China

Jinan China

Norfolk United States Lync . odu . edu

W] A 1 - [l -

= Lir

Mirnneapolis
Saint Louis Jnited States static B-40-74.inaddr.ip-pool .com
MNSA el anc 27 .eu- st -1.compute.a
.'!i'-'-l'-ll':l'.] N LI i =T -l Lartaes =T - s 1 - 5]
M/A 21ng "8 IC -t ) th -1 .compute.amazonaws .com
Taipai : 5 59-126-226-2¢ FP.hinet .nat
M/ A =
Cl £f: Ay nail . reseller-one-world.de
Butfftalo
MNSA United
Harrisburg United
opkinsville United States 66-203-152-15. aspwebhosting.com

M/ A United adslL-b6&-/2-1. Jds] cgll.amaritech.nat
Burlington United - :

mhilLl

Land

MILXPQAK-1177

static- /. H.bstnma.fTios.varizon.nat
mallhost . ms coa . com

Denmark
Italy 79-143-118-5 . wifidall.it

LPut eaux—1 %6- 14- 16-5 /fcwiBi- 14 abo wanadoo . Tr

bermany
United Kingdo

= K w1411

United States
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Basically the auxiliary/gather/Shodan_search module queries the Shodan API to query the
database to search for the first 50 IP addresses. The limit of 50 IP address can be increased to 10,000
[P addresses by getting unlimited API keys by purchasing it from our Shodan account.

Components of Shodan:

1)Exploits: Shodan Exploits can be used to find exploits for various os, servers, platforms,
applications etc present on ExploitDB or Metasploit.

’-, SHODAN txpioi7s iis source-ExploitDB

IS Short File/Folder Name Disclosure

by Soroush Dalili

amPlatform m
windows Pol http://www_ exploit—-db.com/sploits /19525 _zip
Faper: http://www_exploilit-db._ com/download_pdf/19527
asp
multiple
Securlity Research - 115 Short File/Folder Name Disclosure
nebsite http://sorocoush._secproject_com/blog/
LIS s 8 web server application

2)Maps: Shodan maps 1s a paid service and you need to pay for it before using. We can see the
Shodan results on a map 1n a easy and convenient manner.It has three kind of map views namely
Satellite, Street View (Light) and Street View (Dark).lt can show upto 1000 results on the screen
at a time.
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3)Scanhubs: Shodan Scanhubs can be used to create an to use to create a search of raw networks
scans.Scanhubs supports tools like Nmap and Masscan.To use Scanhub .We have to set the
tool(nmap/masscan) to give its output in XML format and then upload it to the Scanhub
repository to get the results.Unfortunately this 1s also a paid component of Shodan.

Some Test Cases:

1) Netgear devices:

% SHODAN search

Home Search Directory Data Analytics/ Exports Developer Center Labs

4 Add to Directory Ml Export Data
Top Countries Authorization warning
4 = =5 5'1 1""53&35 i F i B I:I-IE
United Kingdom 45 812 art :TTF’ l.:D 481 Unauthorized
Australia 38,035 \d Seruver:
italy 20 341 GBI Londeon Date: Tue, 27 May 2014 ©6:121:15 GMT
United States 15 049 Details W -Authent icate: Basic realm=""NETGEAR DG2324 **

1= Content—Type: text-html
- 8 065 Conten YPE s H
Kuwait e = host81-149-30-35_in-

Connection: close
addr.btopenworld. com ) ot

2)Webcam:

% SHODAN Android Webcam Server -Authenticate Search

Home Search Directory Data Analytics! Exports Developer Center Labs

« Vote WMl Export Data
Results 1-10¢

Services Android Webcam Server

A " §9.58.201.123 HTTR-1.8 208 Ok

HTTP Alternate 1,013 ATET U-verse

I'”_‘TF' EF LDI‘II‘IE‘C"J[DI‘I: close

Printer Job Language 10 BE Ssint Charles Server: Android Webcam Server v@.1

Redis 7 Details Cache-Control: no—store, no-cache, must-reval idate, pre—check=8, post—-check=8, max-age=8
Oracle iSOL Plus e Fraama: no=-cache

99-09-201-

= Eiplires: -1
123 lighispeed.stismo.sboglobal. net ¥

Hooess—Lontrol—-Hl low—Origin: #

Top Countries Content=-Type: text html

3)Bitcoin server:

Shodan Exploits Scanhub Blog Annmversary Promotion
“ SHODAN |
Home Search Directory Developer Center Labs
" Vote Ml Export Data
Top Countries $50.73.65.33
United States 5 348 Comcast Business Communications User—Agent: Satoshi:@.9.1.-
United Kingdom 1,226 B o jcharstts weS Lon 2 T
China 1.183 Datails Lastblock: 822832
Canada 927
Russian Federation 864 88.139.74.95
aFR User—Agent: ~Satoshi=zB.28.6~
l l Usrsion: rEEE1

as ok 3 29040
Details Lastblock: 2 T

- - T
55 . T4.1329 88 revwv._sfr.net
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4)Ruby on Rails Vulnerable Server(CVE-2013-0156 and CVE-2013-0155):

Labs

v Vote k Export Data
Services £9.61.43.225
HTTP 66.063 Cyber Wurx LLC HTTP~-1.8 288 0K
- a3 ARE ate: Tue, 27 H. 2014 B83:82:
HTTPS 3 406 E Tama— Date e er May 2814 B83:82:51 GMT
= = - :I- — L oF . = ey

HTTP Alternate 1 288 Details server: thin 1.5.1 codename Straight Eazor

S'h'f'lﬂlﬂ':,]']" 419 Content—Type: text html:charset=utf-8

HTTD &0 225-43 reverse.sideeffectslinks.com Content—-Lengath: 1613
HK=xS8S5—-Frotection: 1; mode=block
s—Content-Type—-0pt ions: nosniff

Top Countries ¥—Frame—Options: SAMEORIGIM

United States 43,334 Connection: close

5)Windfarms:

Shodan Exploits

*% SHODAN

Anniversary Promotion

v Vote Ml Export Data
Services 195.235.63.162
HTTP 194 HOWVIS Telecom, 5.A. HTTP-1.8 288 DK
HTTPS 146 E Date: Tue, 27 Hay 2814 B&6:55:19 GHAT
HTTP = Datails Seruer: Jettus2,1.8 (Windows 20008 5.8 488])
HTTP Alternate 2 Serviet-Engine: Jettws3.1 (JSP 1.1: Serviet 2.2; Jjava 1.6.8_14)
- i -
195-23-63-162 static.net.novis. pt Content-Type: textshtml; charset=utf-8
Content-Length: 258
Tﬂp Countries Last—HModified: Thu, 19 MHay 2011 89:25:44 GHMT
France 131 Accept—-Ranges: bytes

6)DNS service:

Shodan Exploits Scanhub Blog

port 5353

*% SHODAN

Home Search Directory Data Analytics! Exports

+ Add to Directory oMl Export Data

Top Countries 213.151.47.207

Internet Rimon LTD (Dhal2)

United States 128,749

China 54,155 -
Germany 33,771 Details
Korea, Republic of 28190

France 27907

Developer Center

Anniversary Promotion

Search

Labs

Fes

HTTP-1.8 288 O

Connection: keep—-alive

HuIC_B1 OCE

Rimonz

I'_i:-ru'ren'l'—'r:..l:e-, texHtE ' hEml

o

Refreshz 15

Date: Tue, 27 Hay 20914 89:56:52 GHMT

Expire: Hon, 26 Hay 2814 88 3&:52

Pragma: no-cache

Cache=Control: no—cache

Server: lichttpd~1.4.19

Content-Length: 1683

Chtml head hesd . bodu M center i bXoy are not recoanilzed 1n the sustem YL b scenter i Dodyris html}
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Some additional cheat sheet links:

http://www.Shodanhq.com/?g=bitcoin-mining-proxy (Bitcoin proxy mining)

http://www.Shodanhq.com/search?q=port%3A11 (Systat)

http://www.Shodanhg.com/search?q=port%3A8089+splunkd (Splunk servers on tcp/8089)

http://www.Shodanhg.com/search?q=port%3A17(Search for quote of the day)

http://www.Shodanhq.com/search?q=port%3A123(Ntp monlist)

http://www.Shodanhqg.com/search?q=port%3A5632 (Vnc)

http://www.Shodanhq.com/search?q=port%3A 1434 (MS-SQL (1434))

http://www.Shodanhg.com/search?q=0penSS1.%2F1.0.1 (Servers running OpenSSL/1.0.1)

http://www.Shodanhqg.com/search?q=port%3A79 (Finger protocol)

http://www.Shodanhg.com/search?g=port%3A15 (Netstat)

http://www.Shodanhq.com/?g=telemetry+gateway (Telemetry gateway)

http://www.Shodanhq.com/?g=port:161+country:US+simatic (Simatic automation system on port
161 running in US)

Searching Shodan For Fun And Pl‘{}ﬁt




References:

http://www.Shodanhqg.com/ https://Shodanio.wordpress.com/

http://www.rapid7.com/db/modules/auxiliary/gather/Shodan_search

https://github.com/rapid7/metasploit-
framework/blob/master/modules/auxiliary/gather/Shodan_search.rb

http://www.slideshare.net/theprez98/Shodan-for-penetration-testers-defcon-18

Searching Shodan For Fun And Pl‘{}ﬁt




