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- Security engineer
- Antifraud systems developer 5
- OSINT enthusiast S —

- DEFCON7495 speaker
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https://github.com/soxoj
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- Why are we talking about leaks
-  Common partial data disclosure examples
- Full data disclosure examples

- What's wrong with IT companies ecosystems
-  What to do with it
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- Also known as information disclosure

- "Exposure of Sensitive Information to an Unauthorized Actor” ( )
- The CWE Top 25 (7th place)

- One of the most common vulnerabillities in the wild...

- ...and most often out of scope in bug bounty programs
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But you can get $2.5K for 2.5 minutes search for personal data in source code
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...or you can find former Prime Minister's passport number
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Recruiter of a well-known company:

“We are developing OSINT in Russia, Mbl - Te, KTO Ka4aeT osint B Poccup,
talking about vulnerabilities and letting T€, KTO paCCKa3biBa€T JIAAM T1PpO
them be used’ YA3BUMOCTU U JAeT BO3SMOXXHOCTb

MMU NOJIb30BATbCA. 13-46
Personal data leaks = illegal gold mine. COMN

O3HAKOMbCSA .,
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Where personal data leak

- Registration & authorization
- Password recovery

- Account page

- Permissions granting, invites
- And any users interactions
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Check for Virustotal user information by username
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Fighting malware takes close
collaboration

All actors involved in end-user security
must work together and with
determination to counteract today’s
overwhelming malware production rate,
the growing problem of false positives and

the everlasting threat of false negatives. Enter username

Discover the community |

Not really a leak, all information is public. But why?
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Reset Your Password

Verify your identity

Choose which method to verity your identity
How do you want to get the code to reset your

password?

¢ [ Send code via email Email code to

qw3511 G R @gmail.com
...,-.,...1.:1-:-:--E ,-1'91:

-@g. eese]l cOM

| o

M| Send code via SMS

W send code via SMS Confirm your phone number
i ending in -54

Enter the last 4 digits of your phone number

Password recovery almost always prompts pieces of personal data.




Common partial data disclosure (cont'd)

BoccTaHOBNEHWE Napons BoccTaHoBNeHMe naposs

YKamuTe NaHHbIe, KOTOPbIE Bbl NCNONBb30BAlIA MNPK E;mﬁepwre HOMeEp AoroBopa:
3aKnk4eHnn aoroeopa

ik 267 )

fl NOMHI0 HOMep JoroBopa MeHag, Bkttt 4% A5 1.3

H NnomMHI0 TeneoH

A nomMmHO e-mail

v {agreement: 5800140, agreementId: 38-....}

address: ""

agreement: 58@!31.1@

agreementId: 3899766
code: ""
v contacts: [{contactId: 291195, contactType: 1, row: "masikkickk@maxx.*xx", address: ""},..]
v 0: {contactId: 291195, contactType: 1, row: "masSkkkkkk@maxk.*xx'", address: ""}
address:
contactld: 291195
contactType: 1
row: "'massickskkick@makk , kk"
» 1: {contactlId: 5500462, contactType: 2, row: "8902%x%x%x730", address: ""}
» 2: {contactId: @, contactType: 3, row: '"lMeH3a, Bxkkkkkkkkkkkkkikkkxk, %%, 45, n.3", addr

message.
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You can:

- Get pleces of personal data by primary service identifier
- Restore full information and verify it using other sources
- Collect all the pieces through the mass exploitation

Ebay

Paypal

B Yanoo
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Examples of tools:
- https://github.com/martinvigo/email2phonenumber

- https://github.com/megadose/holehe

Multi-factor authentication can be a privacy issue.
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{
"principal”: [
{
"id": "users/1098022227107 ",
"user": {
"gaiald": "1098022227107 3" . ’ :
s oacT o Status: Won't Fix (Intended Behavior)
"lookupKeyEmail”: 13@mail.ru”
}
}
]
}

One of the email addresses entered is the alternate email address of a Google

Account. The alternate email address has been changed to that account's primary CLOSE
email address.

https://twitter.com/subfnSecurity/status/1255741950914727942
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You can:
- Get real account of anonymous person

- Confirm that two email addresses are owned by the same person
- Get account ID aka GAIA ID and find out info from other Google services

=

email-a@example.com email-b@gmail.com
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Examples of tools:
- hitps://tools.epieos.com/google-account.php

- https://t.me/getgmail bot
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Open Google profile Dashboard =>

https://www.google.com/settings/dashboard?uq=<GAIA_ID>

=> Login =>

https://accounts.google.com/AddSession?continue=https://www.google.com/setting
s/dashboard#Email=<EMAIL ADDRESS>

In fact, it was possible to get email for account ID.

What about GAIA ID using? Fixed: $1337 reward

https://www.tomanthony.co.uk/blog/google-exploit-steal-login-email-addresses/




The Google ecosystem

One A C
One Ac
One Ac

unt torule them all,
unt to find them,
unt to bring them all

and in the darkness bind them

Android Auto

Cardboard

Chromecast

Forms

(oogle Arts &
Culture

Google Classroom

Google Fi

(zoogle Flights

Google Input Tools

(zoogle Pay

Android OS5

Connected Home

Gbhoard

Google Assistant

Google Duo

Google Files

(zoogle Fonts

Google Lens

zoogle Photos

Android TV

Chrome Web Store

Contacts

Gmail

Google Authenticator

Google Expeditions

Google Find My
Device

zoogle Groups

Google Meet

zoogle Play
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Calendar

_hromebook

Digital Wellbeing

Finance

Google Alerts

Google Chat

Google Family Link

Google Fit

(zo00qgle Home App

Google One

(zooqle Play Books
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You can get:
- Owner's name
- Last time the profile was edited
- Activated Google services list
- Possible YouTube channel
- Possible other usernames
- Public photos
- Phones models and firmwares, installed softwares
- (Google Maps reviews, possible physical location
- Events from Google Calendar
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Examples of tools:
- https://github.com/mxrch/GHunt

C:\Users\mxrch\Desktop\labs\google\id>python hunt.py -elive.-Fr

R S S S A S S W S G T S S S G S G SR G e e S G e -

Location: Sélestat-Erstein, France

Last profile edit : 2019/64/22 23:49:54 (UTC)

email : [ etive.
Google ID : 18668544
Hangouts Bot : No

Activated Google services :
= Youtube

- Photos

- Maps

Youtube channel (confidence => 98.0%) :

- ] https:H!uutuhe.:unf:hannel_

Google Photos : https:/fnet*guugle.:nn!alhum:hive!lﬂﬁﬁﬂﬁu—
=> 2 albums, 2 photos
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The YandeXx ecosystem
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[) view-source:https://yandexru/cc X  +

, Origl
O MESE public_id 1/2
Ox2XUHA/
" url™:"/collections/api/user/companies,
fimages/?source=tabbar”,"video":"//yande

Information disclosure Axuaekc.[13eH

f ﬂ% security-reporti@yandex-team.ru
| 57

L

- ™ ) Ll

[obpuiin geHsb
[ lpowy npoLleHna 3a QoNrMin OTBET
| loaapaBnAem, 3a yA3BUMOCTb, O KOTOPOW Bbl COODLUMNK, BaM NpucyxaeH npu3i — /500

pyonen. ObpatuTe BHUMaHWE, YTO 3TO CYMMa [0 BbIYETa Hanora

Yandex.Zen author ID disclosure - $100 reward
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Phone vendor’s #1 ecosystem

o * Mogenk YCTPOMCTEA
Y70 Bbl XOTUTE UZMEHUTL”

._13”-,5.1: TEFE":LDI"H 1,5,_} St dela .]El:-ll.ﬂll:.ﬂiD 1L- _”"-H_'_
_ MEDIAPAD 7 YOUTH

, Homep IMEI

AOPEC In. NOYTH. ya™ (@”

" HacTo ucnonb3yeMan Touka goctyna Wi-F

BeiGepuTe TONKY goctyna Wi-Fi, L BLiGEDHTE
KOTOpYIO MCionkayeTe yacto, ~°  —PIOCP!

Phone number, primary & secondary
emaills, devices you used, Wi-F1
hotspots SSIDs
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Phone vendor’s #2 ecosystem

"data”: {
"profiles™: {
AR s f
"userId”: 123814,

"userName" : '

Reset recovery phone

‘B & & o

Recovery phone: 199******20

SHOONnTE T

™ [p— TR T & - &+ % LT =
FaTaTalBl 1 alantel =% & 5 & + & - - -
RECOVErY emall. £o A . CL

"userAddresses”: null,

—

"nickname”: " -
"create time": 1295285173000,
"infoupdate time": 1295285173000,

"userExtra®: {

g1 -y (i
Main site password recovery “birthday": ",
-+ "modify time": ""
).
Other product API leak mycurSuttings™: pull.
— "avatarUrl": [

Full personal info disclosure
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Don’t leak sensitive info, please.

But if you are leaking:
- Do monitoring and alerting
- Use rate limiting and captcha

-  Prevent mass exploitation

>

Frivacy - lerms
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Proposals to researches

Report a leak as a vulnerability.

But if it is only “Informative™:
- Put it in your arsenal
- Create tool to automate its use
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1. https://www.bugcrowd.com/resources/webinars/hidden-in-plain-site-
disclosing-information-via-your-apis/
https://www.youtube.com/watch?v=0BsOEMA9d5s
https://www.martinvigo.com/email2phonenumber/

https://t.me/osint mindset/8
https://qithub.com/soxoj/socid-extractor

ShE i\




https://t.me/soxoj

https://dc7495.0rg
hitps://t.me/osint mindset

https://t. me/HowToFind

THANKS. ANY QUESTIONS?




